H.B. 100 / Sections concerning Audit Committee Duties

| Audit Comxmittee’s duties Recommend to the Board an accounting firm to perform the annual audit required
under the Ohio Revised Code.'

Recommend an auditing firm for the Board to use when conducting audits under the
Ohio Revised Code. ’

Review results of each annual audit & management review; if problems exist, assess
appropriate course of action to correct, and develop action plan.’

Monitor implementation of any action plans created to correct problems noted in
annual audit.*

Review all internal audit reports on regular basis.’

At least once every 10 years, have an independent auditor conduct a fiduciary performance
audit of BWC's investment program, policies & procedures. Provide a copy of audit to the
Auditor of State.®

By majority vote, appoint 2 members of the Board to the audit committee in addition to the 3rd
member who must be a CPA. By majority vote, determine how often the audit committee shall
meet & report to the Board.

May contract with outside firm to conduct management & financial audits of the workers” comp
8
Systern.

May request & review internal audits conducted by BWC’s internal auditor.”

"O.R.C. 4121.129(A)(1)
0. R.C. 4121.129(A)(2)
3 O.R.C. 4121.129(A)(3)
‘0. R.C. 4121.129(A)(4)
SO.R.C. 4121.129(A)(5)
® O.R.C. 4121.125(D)
TO.R.C. 4121.129(A)

® O.R.C. 4121.125(B)
°0. R.C. 4121.125())



OHIO BUREAU OF WORKERS' COMPENSATION OVERSIGHT COMMISSION

AUDIT COMMITTEE CHARTER

The Audit Committee has been established to assist the Ohio Bureau of Workers” Compensation (rversight
Commussion in fulfilling irs fiduciary oversight responsibilities through:

Oversight of the integrity of financial reporiing process.

Comphance with legal and repulatory requirementis.

Monitoning of the design and effectveness of the system of internal control.
Confirm external auditors” qualifications and independence.

Review performance of the internal audit functon and independent auditors.

W

SES

AUTHORITY

The Audit Commuttee has the authority to conduct or authorize vestigations e any matters within (s scope
of responsibility,

1. Consulrin the appointment of and oversee the work of the independent cerrified public accounting
firm engaged by Ohio Bureau of Workers” Compensation to audit the financial statements.

2

Retain and oversee consultants, experts, independent counsel, and accountants
tor advise the Committee on any of its responsibilities or assist in the conduct of
an Investgation.

3. Seck any information it requires from emplovees—all of whom are directed to cooperate with the

Committee’s requests, or the requests of internal or external parties working for the Committee.
These parties mclude the internal auditors, all external auditors, consultants, mvestigators and any
other specialists working for the Commitree.

4. Resolve any disagreements berween management and the auditor(s) regarding
finandal reporung or design of mternal conteols.

5. All Committee actions must be raufied or adopted by the Workers™ Compensatnon Oversight
Commission 1o be effective.

COMPOSITION

The Committee shall be composed of a minimum of three (3) members, appointed by the Chatrperson of the
Waorkers” Compensation Oversight Commission.

Lach Committee member will be independent from management and, within a vear of appomitment or one year
from the adoption of this charter, whichever is fater, will become financially literate. At least one member should

be designated as the “audir committee financial expert,” as defined by the Securities and Exchange Commuission,

MEFTTINGS

The Committee will meer at least four times a vear, with authority to convene additional meetings, as
circumstances require. The Commitiee will invite members of management, external auditors, internal auditors
and/or others to attend mectings and provide pertinent information, as necessary. Subject to open meeting laws,
the Commitzee will hold executive sessions and privare meetings with auditors, when required in the
perfommance of thewr dutzes,




RESPONSIBILITTES

The Audit Commitree shall have responsibility for the following;

L.

12

6.

Oversight of the integrity of the financial information reporting process:
- Review with management and the external auditor significant financial reporting issues and
judgments made in connection with the preparation of the financial statements.
- Review with management and the external auditor the results of the audit.

Developing an oversight process to assess the adequacy and effectveness of internal controls and
provide the mechanisms for periodic assessment of system of internal controls on an ongoing basis.

Overseeing the assessment of internal administranve and accounting controls by both the external
mdependent finandial statement auditor and inrernal auditor

Consulting on the appointment of the Director of Internal Audit and have oversight on the work of the
Inrernal Audit Division.

Serving as the primary Laison for Bureau of Workers’ Compensation Oversight Commission and
providing a forum for handling all matters related to audits, examinatons, investigations or inquiries of

the Ohio State Auditor and other appropriate State or Federal agencies.

Ensuring the independence of the external auditor and approve all auditing, other attestations services
and pre-approve non-audit services performed by the external auditor.

Reporting to the Workers” Compensation Oversight Commission on all activities, findings and
recommendations of the Committee.

Fstablishing policies and procedures to function effectively.

AuditCommitteeCharter.doc

011900



OHIO BUREAU OF WORKERS’ COMPENSATION AUDIT COMMITTEE
POLICY AND PROCEDURES

PURPOSE
The purpose of the Audit Committee (the “Committee”) is:
To assist the Commission in fulfilling its oversight responsibilities in the oversight of:

1. The integrity of the Bureau’s financial statements and financial reporting process; The Bureau’s
compliance with legal, risk management and regulatory requirements; the independent auditor's
qualifications and independence; the performance of the Bureau's internal audit function and
independent auditor; and the Bureau’s system of internal control, adherence to Bureau policies and
compliance with legal and reguiatory requirements.

2. To perform such cother duties and responsibilities enumerated in the Charter.

The Committee’s function is one of oversight, recognizing that the Bureau's management is
responsible for preparing the Company's financial statements, and the independent auditor is
responsible for auditing those statements. In adopting the Charter, the Commission acknowiedges
that the Committee members are not employees of the Bureau and are not providing any expert or
special assurance as 10 the Bureau's financial statements or any professional certification as to the
external auditor's work or auditing standards. Each member of the Committee shall be entitied to
rely on the integrity of those persons and organizations within and outside the Bureau that provides
information to the Committee and the accuracy and completeness of the financial and other
information provided to the Committee by such persons or organizations absent actual knowledge
to the contrary.

COMPOSITION OF THE COMMITTEE

The Committee shall be comprised of not fewer than three members of the Commission, as shall
be determined from time to time by the Commission. The Commission shall appoint the members
of the Committee members and the Chair of the Committee. All of the members or any individual
member of the Committee may be removed from the Committee without cause by the affirmative
vote of a majority of the Commission. Without the approval of the Commission, no Committee
member shall simultaneously serve on the audit committees of more than two other public
companies.

Each member shall qualify as independent of management of the Bureau of Worker's
compensation and shall be free of any relationship that, in the opinion of the Commissioners,
would interfere with their exercise of independent judgment of committee members. The
Commission shall appoint at least one member o the Committee who, in the Commission’s
business judgment, has accounting or related financial management expertise, shall have had prior
experience with the audit function or shall have been a member of an audit committee and, at least
one member of the audit committee shall be an “Audit Committee Financial Expert” as such term
may be defined from time to time by the SEC. Both these requirements may be met by the same
committee member.

MEETINGS

The Audit Committee will meet as frequently as required to carry out its responsibilities. At least
one meseting wiill be to agree with the audit scope prior to the audit (Feb/March) and another
meeting will be to review the financial statements and the relevant auditor reports following the
compietion of the annual audit (August/September). The committee will invite members of
management, externai auditors, internal auditors, and others to attend meetings and provide
pertinent information as necessary. Subject to open meeting laws, the Committee will hold



executive session and private meetings with the auditors. A detailed listing of the required areas to
be covered in meetings or on an annual basis is provided in the Appendix.

RESPONSIBILITIES AND AUTHORITY
The Audit Committee has the following responsibilities and authority:

1) External Audit:

A. Heview of the external auditor's proposed audit scope and approach. The Committee shall be
directly invalved with the oversight of the work of the public accounting firms (including resolution
of disagreements between management and the auditor regarding financial reporting) preparation
or issuing an audit report or performing other audit, review or attest services for the Bureau. The
independent auditor shall audit the consolidated financial statements for the fiscal year for which it
is appointed and report it findings to the Commission.

B. Review the performance of the external auditors and provide input and recommendations to the
Commission, for further recommendation to the Auditor of the State of Ohio regarding the
appointment, compensation, retention of any registered public accounting firm engaged.

C. Review and confirm the independence of the external auditors. This shall be done by reviewing
any audit services provided and the auditor’s assertion of their independence in accordance with
professional standards. Except as otherwise stated herein, the firm serving as the independent
auditor for the Commission may not be retained to provide non-audit related services to the
Bureau. In the event that non-audit related services for a project can reasonably be provided only
by the independent auditor due to expertise that is exclusive to that firm or for any other reason
that the Committee deems necessary, and provided that the engagement for such non-audit
related services is in compliance with all applicable legal and regulatory requirements promulgated
from time to time by the State of Ohio the Committee must specifically approve such arrangements
before the auditor may be engaged to provide such service. Notwithstanding the foregoing, the
independent auditor for the Bureau is prohibited from providing the following non-audit services to
the Bureau or any of its subsidiaries:

i. Bookkeeping or other services related to the accounting records or
. financial statements of the Bureau or any of its subsidiaries:
iif. Financial information systems design and implementation;

iv. Appraisal or valuation services, fairness opinions, or contribution-in-kind

V. reports;

i Actuarial services;

vii. Internal audit outsourcing services;

ViH. Management functions or human resources;

iX. Broker or dealer, investment advisor or investment banking services;

X, l.egal services and expert services unrelated to the audit; and

Xi. Any other services that the Public Accounting Oversight Board determines, by

regulation, is impermissible; or any other service that the Audit Committee determines
is impermissible, poses a potential conflict, or should be prohibited.



The Committes must pre-approve any audit-related service that is not considered part of the
annual audit and, to the extent required by applicabie law, any non-audit service, that is not
described in any of the foregoing paragraphs.

In connection with the Committee’s approval of non-audit services, the Committee shall consider
whether the independent auditor's performance of any non-audit services is compatible with the
external auditor's independence. The Committee shall establish the Commission’s hiring policies
for employees or former employees of the Bureau’s independent auditors. At least annually, the
Committee shall obtain and review a report by the independent auditor describing:

D. Review of the independent auditor's internal quality control procedures; any material issues
raised by the most recent internal quality control review or peer review of the independent auditor's
firm, or by any publicly disclosed inquiry or investigation by governmental or professional
authorities, within the preceding five years, respecting one or more independent audits carried out
by the independent auditor's firm, and the steps taken to deal with those issues: and ali
relationships between the independent auditor and the Bureau, in order to assess the auditor's
independence.

E. The Committee shall, at least annually, meet with the Bureau's independent auditor, without the
presence of any Bureau employees, in order to review the results of each external audit of the
Bureau, the report of the audit, any related management letter, management responses to
recommendations made by the independent auditor in connection with the audit, all significant
reports of the internal auditing department, and management’s responses to those reports.

F. The Committee shall discuss with the Auditor of State on a regular basis policies regarding the
regular rotation of the lead audit partner, the concurring partner and independent auditor firm.

2) Financial Statements

A.) General:

i} Review significant accounting and reporting issues and policies, including recent accounting
pronouncements and understand from management and the independent auditors the impact and
ramifications to the financial statements; alternative treatments of financial information within
GASB (Government Accounting Standards Board) that have been discussed with management
officials, ramifications of the use of such alternative disclosures and treatments, and the treatment
preferred by the independent auditor; and any other material written communication between the
independent auditor's firm and the Bureau’s management.

i) Ask management, the internal auditors and external auditors significant risks and exposures
and plans to minimize such risks.

iiiy The Committee shall meet separately, periodically, with management, with
internal auditors, with independent auditors and with the general and outside counsel.

B.) Annual financial statemenis
The Committee shall review and discuss the annual audited financial statements and quarterly
financial statements with management and the independent auditor, including

i) Bureauw's disclosures under the section entitled “Management's Discussion and Analysis of
Financial Condition and Results of Operations” in the Bureau’s reports and determine whether the
information is adequate and consistent with the Commission’s knowledge of the organization and
its operations.



ii} In addition to reviewing the financial statements, the Committee shall review any certification,
report, opinion, or review rendered by the external auditor in connection with those financial
statements, and any significant disputes between management and the external auditor that arose
in connection with the preparation of those financial statements. The Committee shall have full
access to the Bureau's books and personnel.

iiiy Pay particular attention to items which have been identified as complex or unusual

iv) Focus on judgmental areas such as those involving valuations of assets and liabilities including,
for example, litigation reserves, actuarial reserves slow moving receivables, and investments. The
committee may rely on valuations and judgments from the Commissions investment committee
with regard to investment valuations.

v} The Committee shall review the impact on the financial statements of significant events,
transactions or changes in accounting principles or estimates that potentially affect the quality of
the financial reporting with management, the internal auditor and the external auditor prior to filing
of the Bureau’s Reports or as soon as practicable if the communications cannot be made prior to
its filing.

vi). in connection with its review of the Company’s financial statements, the

Committee shall review and discuss with management, the internal auditor and the independent
auditor the matters relating fo the conduct of the audit required to be discussed by Staterment on
Accounting Standards Nos. 61 and 907 {Communications with Audit Committees), as they may be
maodified or supplemented.

vii) The Committee shall review with the independent auditor any audit problems or difficulties and
management's response to them.

vii} Although the Committee shall not be required to pre-approve or discuss in advance press
releases on financial information the Committee shall review and discuss press releases related to
the Bureau's financial information provided to the public. In addition in the absence of releases of
appropriate financial information by the Bureau the committee shall reserve the right with the
commission and its counsel to release commeniary on the financial information to the public.

C. Interim Financial Statements
i) be informed about how management develops and summarizes interim information

it} gain insights into the fairness of interim statements and disclosures including discussions with
management regarding whether
a) actual versus budgeted or projected results varied significantly for the period
b} changes in financial ratios are consistent with changes in the organization’s operations
and financial practices
¢} accounting principals have been consistently applied
d) any actual or proposed changes in accounting or financial reporting practices exist
e) any significant or unusual events occurred during the period
f) the financial and operating controis are operating effectively



3) Internal Audit

I. At least annually, the Committee shall review and approve the scope and plan of the work to be
done by the Bureau’s internal audit function.

. Review findings and recommendations of the internal auditing function together with
management's responses to them. Any such review shall include discussion of the
responsibilities, budget and staffing of the internal audit function.

ii. The Committee shall oversee, require and review periodic evaluations of the Bureau's internai
control and corporate compliance structures, including the charter of the internal audit function
to reasonably assure that it is consistent with that recommended by the Institute of Internal
Auditors, and the resources provided to the internal audit group to reasonably assure that it has
sufficient resources to carry out its charter. At least annually, the Committee shall approve the
Internal Auditing Business Practice.

iv. The Director of Internal Audit reports to the Committee. The Committee will periodically assess
this reporting relationship in accordance with the Institute of Internal Auditors Standard 1110
and associated Practice Advisories. At least annually, the Committee and the Commission shall
cause the Bureau to evaluate the performance of the Director of Internal Audit and, if
necessary, recommend the replacement of the Director of Internal Audit. The Chair of the
Committee shall be briefed annually on this evaluation along with the compensation package
for the Director of Internal Audit.

v. The Chair of the Committee shall be consulted (advised) prior to the appointment or removal of
the Director of Internal Audit.

4) internal Control

A) The Committee shall periodically review with the Director of the Internal Auditing Department the
adequacy of the Bureau’s internal controls and corporate compliance structures, including

i) computerized information system controls and security, to reasonably determine, at a
minimum, that: (a) components of the Bureau's internal control and corporate
compliance structures are regularly evaluated; (b) such evaluations are performed by
qualified personnel; and (c) such evaluations have reasonable scope and depth of
coverage and are conducted with sufficient frequency.

i) The Committee shall discuss with the independent auditors any significant matters
regarding internal controls over financial reporting that have come to their altention
during the conduct of the audit, in addition to reviewing with the independent auditor the
Bureau’s compliance with the requirements of the Sarbanes-Oxley Act of 2002, as may
be amended from time to time.

B. The Committee shall review the policies and procedures in effect for reviewing employee
expenses and reimbursements and Commissioner’s and management's Bureau funded expenses.

C. The Committee shall discuss generally the Bureau’s policies with respect to organizational risk
assessment and risk management including the discussion of guidelines and policies which govern
the process by which the bureau assesses and manages its exposure to risk. The Committee will
meet periodically with management to review the Bureau's major financial risk exposures and the
steps management has taken to identify, monitor, assess and control such exposures.

D. Evaluate whether management is setting the appropriate tone by communicating the importance
of the code of conduct and guidelines for acceptable business practice by periodically meeting with



appropriate members of management to review adherence to corporate policies and review
processes relating to training, monitoring and reporting of policy compliance.
i} in particular, the Committee shall review the Bureau's Code of Business Conduct to
determine that work rule policies are formalized in writing and are designed to provide
adequate protection against violations of applicable laws and regulations. And that they are
acknowledged annually by employees.

i} Review the record keeping and reporting systems to measure and monitor regulatory
compliance reguirements.

i) In general, the Committee shall aiso periodically review the Bureau's policies and
procedures regarding compliance with the Bureau's Code of Business Conduct and the
Bureau's Conflicts-of-Interest Policy, and methods for regularly disseminating information
regarding the foregoing policies.

iv) The Committee shall review corrective actions taken by the Bureau when significant
internal or corporate compliance problems are reported. Iif the Commitiee becomes aware
of any significant deficiency from corporate compliance programs or internal control
programs, or of material violations of established corporate policies or legal and regulatory
requirements, it shall: (ajreasonably determine that all appropriate corrective actions have
been taken in response thereto, and that such actions are sufficient under the
circumstances; (b) review any management override (which shall include waivers permitted
by policies or procedures) of corporate compliance programs and internal control programs,
and take the steps necessary to reasonably determine that such action or override will not
occur in the future without Commission approval;, and (c) review the process for reporting
deficiencies or violations to reasonably assure that the Director of Internal Audit and the
Chief Ethics (Compliance)Officer are informed of such deficiencies or violations.

E. The Committee shall establish procedures for:

The receipt, retention and treatment of complaints received by the Bureau regarding accounting,
internal accounting controls or auditing matters; and the confidential, anonymous submission by
the Bureau’s employees of concerns regarding accounting or auditing matters on a monthly basis.

F. In the absence of a rate making committee the Audit Commitiee in coordination with the
investment committee will establish a process for reviewing the polices used in the actuarial tables
and combined ratios in the rate making and dividend policy

AUDIT COMMITTEE

A. The Committee shall report monthly to the Workers’ Compensation Oversight Commission
concerning its activities.

B. The Committee shall communicate to the Commission any issues with respect to the quality or
integrity of the Company’s financial statements, the Bureau's compliance with legal or regulatory
requirements, the performance and independence of the Bureau’s independent auditors or the
pertormance of the internal audit function.

C. The Committee may cause on-going educational programs related to appropriate Financial and
accounting practices to be made available to Committee and Commission members.

D.The Committee shall serve as a channel of communication between the independent auditor and
the Commission, and between the Director of internal Audit and the Commission.



E. The Committee shall conduct an annual performance evaluation of the Committee and its
charter.

F. The Committee shall ensure the minutes of each public meeting be kept and filed with the
minutes of the Bureau.

G. Meet with legal counsel as needed

H. AUTHORITY TO RETAIN AND TERMINATE ADVISORS

In the course of its duties, the Committee shall have the authority, at the Bureau's expense, to
retain, replace and terminate independent counsel and other advisors, and administrative
expenses as it deems necessary to carry out its duties,

I. The Committee shall render an option to the auditor of state and to management as to the
appropriate funding to be provided by the Bureau for payment of the external auditor

AMENDMENT
This Charter and any provision contained herein may be amended or repealed by the Commission.

Revised: January 2006



INTERNAL AUDIT DIVISION CHARTER

| GENERAL

“ Itis the policy of the Ohio Bureau of Workers’ Compensation (BWC) to provide and support an Internal Audit
Division as an independent appraisal and consultation function to supply management personnel at all levels
and the Audit Committee of the Workers’ Compensation Oversight Commission (WCOC) with objective
evaluations, appraisals, and recommendations concerning the risk management, control and governance
activities reviewed. The Division will also provide an independent assessment of the performance of programs
activities and functions.

All audit activities will be governed by Institute of Internal Auditors' International Standards for the Professional
Practice of Internal Auditing (Standards) and will provide information to improve accountability and facilitate
decision-making by parties with the responsibility to oversee or initiate corrective action.

The Internal Audit Division will report to the Administrator and will also have periodic meetings with the Audit
Committee of the WCOC.

AUTHORITY

The internal Audit Division staff will be authorized to review all areas of the Ohio Bureau of Workers'
Compensation and to have full, free, and unrestricted access to all Ohio Bureau of Workers' Compensation
activities, records, property, and personnel. This also includes records that are placed in trust with parties that
contract with the BWC.

RESPONSIBIJTIES

~ 1. Conduct reviews of divisions and control systems within the Ohio Bureau of Workers' Compensation, at

 appropriate intervals, to determine whether they are effectively carrying out their functions of
administration, accounting, safeguarding of BWC assets, and control in accordance with management's
instructions, policies, and procedures, and in a manner that is in agreement both with Agency objectives
and high standards of administrative practice. This also includes reviews of entities that contract with BWC
to perform state-mandated functions and activities.

2. Conduct performance reviews of BWC operations. A performance review is an independent assessment of
the performance of programs, activities and functions and may consist of the following:

a) assess compliance with laws, rules and policies applicable to the program,;

b) assess whether the objectives of a new, or ongoing program are proper, suitable, or relevant;

¢) determine the extent to which a program achieves a desired level of program results;

d) assess the effectiveness of the program and/or of individual program components;

e) identify factors inhibiting satistactory performance;

f) determine whether alternatives have been considered for carrying out the program that might yield
desired results more effectively or at a lower cost;

g) determine whether the program complements, duplicates, overlaps, or conflicts with other related
programs;

h) identify ways of making programs work better;

i) assess the adequacy of the control system for measuring, reporting, and monitoring a program's
effectiveness; and

[} determine whether reported measures of program effectiveness are valid and reliable.

3. Provide consulting services and training, and control self assessment facilitated workshops.

a) Consulting Services and Training — Internal Audit staff will be available to provide assistance and
training to BWC management in designing management accountability systems and re-engineering

REVISED: January 2007




10.

11

12.
13.

14.

operations. Internal Audit staff will be advisory only and management must accept responsibility for
implementing any suggestions,

b) Control Self-Assessment Facilitated Workshops — A BWC employee team will meet with Internal
Audit staff to hold structured discussions on how to achieve its objectives in the most efficient and
effective way. Action plans, rather than a formal audit report, are developed to address any
obstacles to the objective(s). BWC employee team members are responsible for implementing
action plan steps.

Promptly report the results of examinations made by the auditors and their resulting opinions and
recommendations to management personne! of sufficient authority to ensure that appropriate action is
taken with respect to any deficiency noted.

Evaluate any plans or actions taken to correct reported conditions for satisfactory disposition of audit
findings. If the disposition is considered unsatisfactory, see that further discussions are heid to achieve
satisfactory disposition.

Coordinate audit efforts with those of the BWC's independent public accountants.

Participate in the planning, design, development, and implementation of major computer-based systems to
determine whether:

a) adequate controls are incorporated in the systems;
b) thorough systems checking is performed at appropriate stages; and
¢) systems documentation is complete and accurate.

Conduct periodic audits of data processing and make post-instailation evaluations of major data processing
systems to determine whether these systems meet their intended purposes and objectives.

Conduct special examinations at the request of management or the Audit Committee of the Oversight
Commission.

Identify opportunities for cost reduction and profit improvement.

Review contracts and other agreements with external parties providing goods and services as appropriate.
Review the records and documentation of these external parties when deemed necessary to ascertain
compliance with contract terms.

Assist audit staffs of various regulatory agencies.
Submit annual audit plan to the Administrator and the Audit Committee for their review and approval.
Report to the Audit Committee of the Oversight Commission as to whether:

a) appropriate action has been taken on significant audit findings;

b} audit activities have been directed toward highest exposures to risk and toward increasing
efficiency, economy, and effectiveness of operations;

¢} internal and external audits are coordinated, so as to avoid duplication;

d) internal audit plans are adequate; and

e) there is any unwarranted restriction on access by internal auditors to all BWC activities, records,
property, and personnel.

REVISED: January 2007
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DRAFT DRAFT DRAFT DRAFT DRAFT

FY 08 Annual Audit Plan Focus Areas

Operational Audits (End to End Business Process Flow)
»  Medical bill pavments process
Internal Control/ Compliance Reviews

Adiudicaton cominitiee

Investment fee paviment process

Investment manager selectzon and funding process
Investment manager continuance program
MCO administeanive and incentive pavments
MCO audits

Permanent Total Disabiliey (PTD) claims
Safety Grants program

Settlements process

Stakeholder relations

Subrogation process

Transivonal Work Grants

YYYVVYYVYVYYYY

Financial Audits

FEmployer compliance and premium avdst
LEmplover payroll reporting process
Forthwith /Miscellancous spectal pavments

oW WY

Returned warrants process
Information Technology Audits

»  Currently unscheduled; however, the development of TT audit activity is anticipated.
Consulting

#  Long-term care program
#  Investment accounting system

Other

Fxrernal andit assistance

FY 2009 annual audic plan

Audit vaiidation testing

Sarbanes-Oxley (SOX) — Investment certification control testing
o Review of adequacy of controls used to certify:

A A A 4

= Comphance with mvestment policy statement
*  Pixternal mvestment manager compliance
*  Accuracy of valuaton and performance

Aceuracy of informanon reported to the Invesrment Committee/Board



DRAFT DRAFT DRAFT DRAFT DRAFT
FY 08 Annual Audit Plan Focus Areas by Quarter
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Employer Payroll Reporting
Process

Long Term Care Program
External Audit Assistance
Medical Bilt Payments
Process

PTD Claims

investment Accounting
System

Investment Manager
Selection and Funding
Process

Subrogation Process

Transitional Work Grants

Employer Compliance and
Premium Audit

investment Fee Payment
Process

Forthwith/Miscellaneous
Special Payments

Investment Manager
Continuance Program

Adjudication Committee

Settlemenis Process

Returned Warrants Process

Stakeholder Relations
Safety Grants Program
MCO Administrative and
Incentive Payments

EY 2009 Annual Audit Plan
Audit Validation Testing
MCO Audits

SOX - Investment
Certification Control Testing




DRAFT DRAFT DRAFT DRAFT DRAFT

FY 2008 Annual Audit Plan Project Explanations

Emplover Payvroll Reporting Process — This audit examines the emplover payroll reporting and payment

process from the point that the pavroll report and/or pavment is recetved by BWC through its proper
processing in WCIS and deposit to the BWC bank account. The project examines all methods of receipt and
payment, including those recetved via the lock-box process, Dolphin, walk-mn pavments, and payments recetved
over the relephone to ensure that adeguate internal controls are in place.

Long-term Care Progtam - Program provides interest free loans to reimburse nursing home emplovers for
wnterest patd on loans received for the emplover to purchase, improve, install, of erect equipment that
minimizes or eliminates the need for emplovees to manually bt residents. This is a new BWC iutiative and
IAD will provide consulting and advisory services to ensure approprate internal controls are in place.

External Audit Assistance — Fach year, the BWC Internal Audit Division provides approximately 1,000
hours of assistance to the external accounting firm dusing their audit of the BWC f{irancial statements. This
assistance assists in reducing audit fees eacl vear by approximately $73 000-80,000.

Medical Biil Payments Process — TAD will perform an operational review of the entire medical hill pavment
process from receipt to paviment. The objectives of the review will include reviewing internal process controls

to ensure efficiency and effectiveness of operations and compliance with law, rules, policy and procedures,

Permanent Total Disability (PT1)) Claims Audit - Permanenr Total Disability is the injured worker’s
irability 1o perform sustained remunerative emplovment due to the allowed condition(s) in the cdaim. The
purpose of PTD benefits 1s to compensate the injured wortker for impairment of earnitg capacity. TAD will
perform an internal control review as well as a4 cornpliance review on this critical benefir delivery function.

Investment Accounting System — During this consuldng project, we will continue to work with the
Investment and Finance Divisions 1o assist them in identifving the key roles and responsibiities relaved 1o the
investinents process within the new investrment accounting system.

Investment Manager Selection and Funding Process ~ This andit will encompass the process for selecring
and funding nvestment managers. The scope of the project will include the competitive bidding process used
to select the managers, including notification of potential bidders, bid review and evaluation provedures, final
selection procedures and the funding of the selected managers. The focus will be on ensuring adequate internal

controls are in place to ensure that BWC only selects properly qualified investment managers with a history of
strong investment management performance.

Subrogation Process - Subrogation is the right (o recover from a third party or person the cost of benefits
paid to or on the behalf of an mjured worker in a worker’s compensation claim. It muost be proven that the

third party’s negligence was a contributory factor in the cause of the accident. TAD will perform an internal

control review as well as a compliance review on this process which has the potential to recover significant

dollars for the BWC,

Transitional Work Grants - Transitional work is a work-site program that provides an individualized interim
step in the recovery of an injured worker with job resmictions resulting from the allowed conditions in the
claim. Developed m conjuncrion with the employer, mjured worker, collective bargaining agent fwhere
applicable), physician of record, and rehabilitation professionals. A transitional work program assists the




m}urcd worker in progressively pcrtormma the duties of a targeted job, LAD will perform an internal control
review as well as & compliance review on this emplover program.

Emplover Compliance and Premium Audit — This financial and compliance awdit will examine the

emplover compliance and premum audiz process and related controls. The focus will be on e nsuring that audit
processes are adec quate to ensure that all emplovers take out BWC coverage as required by law and report
payroll and pay premiums compietely and accurately. This review will ls() assess the adcquacy_ ol internals
controls within this process.

Investment Fee Payment Process — Internal Audit will examine the various process for paving investment
related fees, such as external manager fees, transition manager fees, and any other related expenditures. The

progect will assess the adequacy of controls over this process, as well as the reasonableness of the fees incurred.

Forthwith/Miscellaneous Special Pavments — The Forthwith and Miscellaneous Special Payments
processes are used for non-standard or eMErgency payments. We will perform an audit of the process to
determine the adequacy of controls. The project will also include analytical procedures and defailed testing of a
sample of expenditures to determine the appropriateness of the payments.

Investment Manager Continuance Program ~ The manager continuance program is established by the
Investment Division 1o monitor external investment manager performance in relation to their peers o
determine the relative performance of the manager. This includes procedures for terminating managers for

§)C‘.~()I‘ performmz{:e.

Adjudication Committee - This body has the authosity to decide or settle emplover issues with the workers

compensaton law, IAD will perform an internal control as well as a compliance review on this critical function.

Settlements Process - Utlizing proactive setlement early in active claims creates substantial cost reductions.
Through settlement, these same cost reductions turn into financial incentives for the emplover, the injured
worker and BWC. BW(C’s positzon is to act in the best interest of all the parties by ekmbilshmg a fair and
equitable settlement. TAD will perform an internal control review as well as a compliance review on this

process to ensure maximum effectiveness and berefit.

Returned Warrants Process ~ The returned warrants process is used to handie claims or other payments
which are issued by the agency, but then returned due to incorrect address or other reasons. Such returned
warrants can be an area of potential irregularities. As a result, IAD will perform an audit to ensure the

adequacy ol internal controls.,

Stakeholder Relations - Receipt, tracking, invesugation, and resolution of inquiries and/or complainrs is a
top priority for BWC. TAD will perform an internal control review as well as a compliance review 1o ensure the

mtegrity of the process.

Safety Grants Program - Safery Intervention Grant Program is available to any Ohio state-fund or public
emplover who wishes to purchase equipment of other matenials to substantmlly reduce or eliminate insuries and
lnesses assoctated with a particular task or operation. IAD wall perform an internal control review as well as a
compliance review to ensure program mitegrity and effectiveness.

MCO Administrative and Incentive Payvments — MCOs perform claims management functions for BWC
and are resmbursed through administeative and incentive pavments. TAD will perform a control and

compliance audit 1o dm.umom the current processes and assess the ;uk*{;mirv of contral design and operating
effectiveness of the controls. The project will also include compliance testing of a sample of p pavments.

FY 2009 Annual Audit Plan ~Activities include meeting with management, Audit Commitree, and other
parties to obtam suggestions for areas o nchade in the FY 2009 Internal Audit plan. A Sarbanes-Oxley

mﬁh §15 i3 pcriumwd tor map trial balance accounts o E«;c“ processes to ensure Interpal Audit resources are

appropriarely assigned. In addition, 1AD updates the agency risk analysis which assesses the relative risk for



agency processes or departments and assigns a risk score to each of the potential audit arcas. Risk scores are
then used, along with other factors, to determine the audit projects to be performed in the coming vear. Also,
processes assoctated with MCO activities are evaluated using a separate risk-based methodology when planning
MCO audiss.

Audit Validation Testing — IAD performs validation testing each quarter to ensure that outstanding audit
observations are resolved adequately and in a timely manner, As part of this process, management provides
IAD with updates each quarter regarding the resolution status of the outstanding observations. For
observatons which management indicates are completely implemented, IALY performs tesdng to validate that
that action taken 1s adequate to address the issue identified. In addition, if there are outstanding audu
observations which are s6l in process, but are bevond the meframes established for resolution of the audit
comment, JAD will meet with management to determine factors delaying resolution. As comments are cleared
through this process, they are removed from the list of outstanding comments provided to the Audic
Committee.

MCO Audits — Throughout the vear, the MCO Audit Unit wichin TAD will perform a number of risk-based
audits of MCOs 10 help ensure that adequate internal controls are in place to safeguard agency assets and to
help ensure MCO compliance with the MCO contract. This vear marks the first vear of a change to the risk-
based methodology. Previously, the former MCO Regulatory Unit performed comphance audits of all MCOs

cach vear. During FY 2007 fhc rcgulamn ufiii was dn’idcd with a portion of the unit remaining under the
Medical Services Dn 1sion 'md a portron remaining under the Internal Audit Division. The POrton remaining
under Medical Services has been renamed the Compliance and Performance Meontroring Unit and wall be
charged with monitoring MCO performance and compliance with the contract. The unit remaining under TAD
will perform audits of controls within the MCOs,

Sarbanes-Oxley (SOX) Investment Certification Control Testing — The BWC Investment operation will
move toward voluntary implementation of a guarterly centification process in which the Chief Investment
Officer ssues a quarterly certification regarding comphance with the BWC Tavestment Policy Statement and
other requirements. Internal Audit will initially perform C{)Ilsujtﬂlg‘ services to assist the Investment Division in
evaluating the controls to support the certi fication of comphance. Once controls are developed and
umplemented, this project will shift 1o audit work and will involve monthly or quarterly testing to determine if
the controls remain adequately designed and are operating effectively. Specific areas to be included in this
project include confrols over the following areas:

e Compliance with the BWC {nvestment Policy Statement;

* Iavestment manager compliance;

Portfolio valuation and performance; and

*  Accuracy of informaton repotied to the BWC Investment Committee and Board.

Information Technology Audits - Internal Audit does not currently possess staff with I'T audit expertise;
however, we expect to acquire expertise during the fiscal vear. In the interim, Internal Audit phans to utilize an
outstde vendor ro validate comments received from a gap ¢ analysis review performed on I'1’s general and
application controls, In addition, certain T'T areas require unique ex pertise (e.g. system penetralion testing)
which are planned as outsource activities within Internal Audic’s strategic HuUnAtves.
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FY 2008 Internal Audit Division Risk Assessment Methodology

1. Mapped trial balance accounts to key processes (Sarbanes-Oxley Guidelines).

2. dInterviewed management regarding risk/control concerns,

3. Developed audit risk assessment/annual audit planning (113 Model) that defines risk factors
applied to a numeric rating scale.

4. Stratified processes by risk ratings and selecred the type of audit planned and projected hours.

Ongolng

Lo Actively defining each engagement scope and objectives.

2. Scheduling audiss for FY 2008,




DRAET DRAFT DRAFT DRAFT DRAFT
Audit Risk Assessment/Annual Audit Planning

The objecuve of the r1sk model is to opumize the assignment of audit resources through a comprehensive
understanding of the audit universe and the nisks assocared with each universe item.

An audit nsk model will be used o quantify the gisk rating of each process. Audits will be scheduled by priornity
and will gurde the vse of personnel. The audit universe will first start with the trial balance sratements. The
trial balance statements are mapped to core business processes and weighted by financial risk (Sarbanes-Oxley
Guidelines). Process flows often cross multiple functional lines of the business. The sk assessment process

described below will then be apphed.

The new sk model 15 based on eight factors or clements of risk. They are:

i, Financial exposure (Sarbanes-Oxley),
2. Changes in operations/personnel,

3. Confidence in management,

4. Size of department,

5. Complesity of operatons,

6. Liquidity of assets,

Operational opportunity, and
8. Significance of prior audit findings.

Irach item in the audit universe wiil be rated on these eight facrors using a numeric rating of 1 o 4. The ratings
are:

1. Leow risk (highly unlikely a problem;)

2. Moderate risk {probably not a problem)
3. Sensitve risk (possibly a problem)

4. High risk {probably a probiem)

Ratings are sorted inro 4 strata by risk rating and desired audit coverage 15 as follows:

High risk = Top 10% stratum b Aundir 100%,
Sensitive risk = Next 30% stratum — Audit 30%
Moderate risk = Next 40% stratum -y Audit 20%
Low risk = Lowest 209 stratum s Audit 10%

The lower risk groups are sampled to see if the rating process is working and confirm that the levels of risk are
appropriately stacked. Furthermore, nearly 10% of toral budgeted audit hours will be reserved for unplanned

actvities to allow for real-ume feedback to managemen: on sensitive or critical issues.

While the risk model still requires judgmment, the individual ratings are documented and subject to critical review
and challenge. The model also promotes uniform definition of the Bureau's audit universe.

Defining the audit universe is the first prerequisite to risk ranking. The audit universe to which this risk
assessment will be applied will be determined by the Audir Directors and the Chief of Internal Audit.
Derermination of the audit universe will be based on their knowledge of the BWC strategic plan and
operations, discussions with responsible management personnel, and a review of organization charts, functions,
and areas of responsibility.



Cruidelines for the risk ranking crteria are as follows:

1. Financial Exposure — This represents an assessment of the potential financial liability associated with a
process being rated. Using Sarbanes-Oxley Guidelines, business process flows are assigned a weighted
risk score based on its impact on the trial balance accounts. Tt is an assessment of the amount of Bureau
assets associated with the process. It could be risk connected with loss or impairment of assets, risk
connected with undetected error, risk connected with Hability not recognized or not accurately
quantified, or risk of adverse publicity, legal Liablity.

2. Changes in Operations/Personnel - History indicates changes impact internal controls and financial
reporting. Change usually oceurs to effect long term improvement, but often has short-term offsets that
require increased audit coverage. Changes mclude reorganizations, busmess cycle swings, rapid growth,
new systems, new regulations or laws and personnel turnover,

3. Confidence in Management — This criterion reflects confidence thar audit management places in
management directly responsible for the audit unit and management’s commitment to internal control.
Comfort is characterized by faetors such as past audit interaction, experience of management in the work
environment, preliminary survey interviews, and the quality and level of staffing.

4. Size of Department — The relative size of a department or process was included as a risk factor, as
Luger departments or processes iz many instances comprise critical areas of responsibilicy. If operations
in larger departments or processes are not functioning efficiently, effectively and with appropriate
mtcrzml controls, significant negative impact to the agency may result.

5. Complexity of Operations ~ This risk factor reflects the potential for errors or misappropriation to o

undetected because of a complicated environment. C omplexity depends on many factors such as extent

of automation, complex calculations, interrelated and interdependent activities, mumber of products or

services, the Hime spans of estimates, d ependency on thied partles, customer demands, processing dmes,
applicable faws and regulations and many other factors.

6. Liquidity of Assets- This risk factor reviews the inherent risks related to mlmp propriation of highly
Hauid assets. Such assets can be in the form of cash, the issuance or processing of checks, or other
assets that could easily be trHsappropriated,

Operational Opportunity — In creating the risk analysis, we included a factor for the perceived
opportunity for operational improvements. The ranks for this factor considered prior experience with
the area and the perceived potential to improve department processes or operations.

8. Significance of Prior Audit Findings - The final factor considered in the risk analysis is the relative
sk presented by prior audit findings. Where significant issues were identified in the past, addiional risk
is assigned. Subsequent audits can ensure that proper cotrective actions were taken to address the issues
and that prios conrrol weaknesses or operatonal issues do not continue.

NOTE: The refinement of the risk rating model will remain an ongoing prosity of the Internal Audit Division
throughout the vear, We expect the Audit Committee’s level of involvement will coincide with their defined
roles in the Audic Commirtee Charrer. Our objective will be 16 assipn andit resources in the optimum manner
to audits with the greatest risk, SEVIIGS OT reCOveries,
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Types of Audits

The Internal Auvdi Division 1s responsible for the process by which the Bureau reviews and assesses the
economy, effectiveness and efficiency of its management control and pmcrices.

Operational Audltq (Eﬂd to End Busmeqs Frccess I*EUW}

This category reviews the principal operational functions of the Bureau. Operational audirts are undertaken for
the purposes of a high-level overview assessment of compliance, etficiency, economy and effectiveness of
management practices and controls associated with these operational functions. They have a strategic focus and
are primarily concerned with the achievement of the Bureau's strategic objectives and goals.

Internal Control Reviews / Compliance Audits

Examming and evaluating the effectiveness of the Bureau’s svstem of internal control and the quality of
performance in carrying out assigned responsibilities. The primary objectives of the internal control s Systems
are to ensure: the reliability and integrity of information: compliance with policies, plans, procedures, laws, and
regulations; safeguarding of assets; econormical and efficient use of resources; and accomplishment of
established objectives and goals for operations and programs. Comphance audits determine the degree of
adherence to policies and procedures set out in the Bureau's Policies and Operating Procedures. It i also
concerned with compliance with all relevant external legislative requirerments,

Financial Audits

Review of all ancillary functions such as budgeting, financial statements, accounting systems, revenue collection
pmccdure-‘ purchasing operations, payroll, and staff development. As the procedures covering most of the
activittes in this category are regulated by laws, external principles or management directive, the purposes of the
audit generally relate to the accuracy and i integrity of data or comphiance. Audits may also be undertaken for the
purpose of assessing the efficiency or effectiveness of these activities or the systems or procedures in use,

Informdtmn Technologv Audlts

Auditing compurter systems can be conducted as an integral part of the audh of financial and administrative
systems. However, the increasing impaortance of the computer as a management support tool has seen the need
for spectalist audits in this field.

Consulting

Consulting services are advisory m nature, and are generally performed at the specific request of an engagement
client. The narure and scope of the consultng engagement are subject to agreement with the engagement
chent. Consulting services generally involve two parties: (1) the person or group offermyg the advice ~ the
mternal auditor, aﬁé (2} the person or group seeking and receiving the advice — the engagement client

Spect&l Investlgatmns

Some internal audit activity takes the form of a special investigation. The object of these mvestigations 15 o
diagnose specitic problem areas, establish whether some further action or investigation is wg-arm.m.ed and
perhaps prepare the way for subsequent audits or reviews.



Audit Process Workflow
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MEMORANDUM

TOx BWC Board of Duectors Audit Commirree Members
FROM:  Joe Bell, Chief of Internal Audit

ce: Fred Booker, Director, Internal Aundit
Keith FElhiott, Semor Manager, Internal Audit

DATE: August 23, 2007

RF: FY 07 4" Quarter Executive Summary report

. . . - / gtk -~ - - s
Following vou will find the Fiscal Year 2007 47 Quarter Executive Summary report containing:

1. Audit comment status

Ta. Comments outstanding as of June 30, 2007

.

Audit follow-up procedures
Audit comment rating criteria

3
4. Completed audits [January 2006 ~ June 2007)

o]



BWC INTERNAL AUDIT DIVISION

OUTSTANDING COMMENTS AS OF JUNE 30, 2007

BE

Statutory Surplus Fund — December 2002

The surplus fund portion of the State
Insurance Pund is running increasingly large
deficits, which rotaled 3818 million as of the
time of the audit (now in excess of $1 billion).
Pursue legislative change to mncrease sutplus
fund allocaon.

Management submitted a request for legislative change as part
of the 2008 budget process, but the requested language was
not included in the final legislation.

Designated Chief: Chief Financial Officer

Current Resolution Status: Not Implemented

“Death Bed” Settlements — Qctober 2003

The current settlement process contains no
mechanism to help identify weminal conditions
of injured worker {IW) attempting to settle
their claims. As a result, we have seen
instances n which injured workers die within
the 30 day cooling off period or shortly after
the settlement as the result of terminal
conditions of which we were not aware. As a
result, management based the sertdements on
normal life expectancies and overpaid for the
settlements,

BWC implemented an affidavic process in which IWs settling
Permunent Total Disabilicy (PTEY or death claims must st
an atfidavit indicating that they have no known health
conditions that may result in a reduced Iife expectancy. If the
IW cannot sign the form, the BWC Claims Service Specialists
(CSS) follow-up to obtain medical documentation regarding
their condition and prognosis. This information is then
factored into the value of the settlement. The policies
surrounding this process will be finalized by the end of
September 2007.

Responsible Chief: Chief of Customer Services

Target Resolution Date: September 2007

Current Resolution Status: In-Process

New Policy Application Process Audit -~ November 2003

Current premium security deposit methodology
(PSI)) inadequarely protects against emplovers
that obtain coverage and never report pavroll
or pay their premiums. The maximum PSD
was sef at $LOGD in 1978 and never adjusted,
providing inadequate coverage for larger state
fund emplovers with bundreds of thousands of
anaual premiums. Also, BWC does not lapse
emplovers not paving their full PSD.

Finance has reviewed the recommendation to increase the
PSD maximum. However, in light of the current tunding in
the Premium Pavment Security Fund and the prefium
security deposits, management believes these funds provide
adequate protections for the agency against emplovers thar fail
to pay the amounts owed (o the agency. As a result, this
poraon of the andit recommendation will nor be implemented.
With regard to the audit recommendations that BWC modify
the premium collection methodology to etther an installment
approach, or a quarterly approach, management submirted a
request to the legislarure requestng the abiliv to implement
prospective billing, However, the recommended Language was
not inciuded in the budget bill approved by the legislature.
Finanee 1s considering the recommendation to change to a
quarterly reporting process for emplovers, A formal decision
on this matter 1s anticipated by July 2007,

Lt




Réspohstﬁiééhlef:‘(-:.h.ié'f of Customer Services
Target Resolution Date: July 2007
Current Resolution Status: In-process

Non-Complying Employer Audit — August 2004

BWC currenty does not lapse emplovers that
do not pay all premium amounts owed within a
designated time period. While the remaining
balances are certified to the Attorney General
for coliection, the emplover contnues to have
acttve coverage. This is contrary 1o industry
standard practice,

Biennial budget mcluded this in the legistative changes.
Management will pursue necessary system modification.
Designated Chief: Chief Financial Officer

Targeted resolution date: December 2007 (I'T related)
Current Resolution Status: In-process

Direct Billing ~ January 2005

Since November 2002, approgimately $496.000
of cancelled warranis have not been adjusted
for STEGE and Surety company billings.
Failare to adjust for the cancelled warrants
effectively results in over-billing to these
entties.

A report was geneérated for cancelled/voided warrants that had
been charged to the SIEGF during the period of 7/1,/2006 -
1273172006, The amount was posted to the general ledger
effective 2/28/2007. A similar rransaction for the period
12/1/2002 - 6/30/ 2006 1s to be posted sometime in the next
two months, with quarterly adjustments following,
Cancelled/voided warrants that were charged to surety
companies since December 2002 have also been reviewed and
an adjusting entry for this period is to be made sometime in
the next two months, with quarterly adjustments following.
Designated Chief: Chief Financial Officer

Target Resolution Date: September 2007

Current Resolution Status: In-process

MDL and Capital Coin Fund Control Review — June 2005

Fstablish processes to monitor activities of
investment managers 1o ensure compliance
with agreements.

The Investmens Division has coordinated with Wilshire
Consulting and developed compliance and Mmoo
procedures for Private Equity Managers. In additon, the
Investment Division is developing compliance and MOoring
procedures for all other Investment Managers which will
include manager mandate comphance as well as BWC’s overall
comphance to asset allocation per the current Investment
Policy. These compliance procedures will build upon the
planned mnvestment accounting system which will include the
ability to develop vasious compliance monttoring reports. The
Investment Division has completed compliance procedures
applicable to passive managers. The selection of active
managers has been intentionally extended for several reasons.
It 15 not anacipated that any active managers will he engaged
antil 142 2008,

Designated Chief: Chief Investment Officer

Target Resolution Date: December 2006 (Passive
Managers Policies and Procedure); December 2007
{Active Managers Policy and Procedures)

Current Resolution Status: In-process

2]

Ensure financial reporting receives fund
manager and fund transfer approval
documentation.

Management has implemented a fund account set-up form and
an authorization process of outgoing transfers which requires
dual signatares {one from Investments and one from




Finance/Senior Staff)

Phe procedures also require dual
stgnatures for the funding of capital calls for private equity
mvestments, The Investment and Financial Divisions are
modifying initial procedures regarding the authorization
process with respect to funding, transferring and opening
accounts.

Designated Co-Chiefs: Chief Investment Officer and
Chief Financial Officer (CFO added as of Aug. 2007)
Target Resolution Date: September 2007

Current Resolution Status: In-process

Establish controls ensuring that the Oversight
Commission is informed of and approves
significant changes in investment strategy by
approved managers or funds.

‘The Investment Division is in the process of modifying
pobeies and procedures to require Investment Committee or
Board approval of significant changes in invesrment strategies
by approved managers or funds. The Investment Drvision will
discuss with the Investment Committee a possible revision to
the Investment Policy Statement 1o include approval of such
changes 1 the secton (IILA currently; outlining the Board's
responsibilities. The Investment Division, with the assiszance
of the BWC Finance and Legal Divisions, will develop control
procedures to ensure that such approvals are obrained. One
ot the controls will involve the use of compliance monitoring
procedures and reports to identify investments which are
outside of an nvestment manager's approved mandate or the
BY
exceptions witl be communicated to the Investment
Committee at the next scheduled meeting, or carlier if

> tnvestment policy statement. Such investment

warranted.

Designated Chief: Chief Investment Officer

Target resolution date: December 2007 (Policies and
Procedures); December 2007 (Investinent Policy
Statement Modification/Control Immplementation)
Current resolution status: In-process

Disability Evaluators Panel (DEP) Audit — July 2005

We noted 40" error rates for the entry of
notes in V3 for DEP exams/file reviews; 32%%
of claims had no exam worksheets imaged in
V3ialso noted a 67% error rate i updating the
report recelpt status in V3.

The training portons of the recommendations were
implemented. The recommended audit process for
monitoring error rates is currently in pilot form and should be
fully implemented in September 2007

Responsible Chief: Medical Services and Compliance
Chief

Target Resolution Date: September 2007

Current Resolution Status: In-process

a

During the review, we identified unusual trends
m scheduling exams or file reviews with certain
administrative agents and/or providers {.e.,
ligh %o of exams all scheduled with one
provider/ Admin Agent). One administrative
agent recerved 32% of all Admin Agent
scheduled exams compared with next highest

of 9%,

A Visio workflow was created as well as an e-learning turorial
to refresh staff on scheduling policies. Al claims staff have
completed this training and management is working on
finalizing the performance accountability measurement, An
access database was developed mirroring the same design as
the comp audit tool. This audit program was built for all
Information /Clerical and Injury Management Supesvisors to
audit all exams scheduled to help identfy bottlenecks and
delays in the exam scheduling process. This tool will alse heip
to identify quality of exam packets, physician selection and
overall consistency across ali disciplines. A data warchouse

report was designed 1o assist in monitoring the exam

LAt



scheduling process. Final implementagon is scheduled for
September.
Responsible Chief: Medical Services and Compliance
Chief
Target Resolution Date: September 2007 (Medical
Operations); December 2007 (IT related)
Current Resolution Status: In-process
Bankrupt Self-Insured Claims — March 2006

1 Consider a legislative change to permit BWC to | This requires legislative change. BWC will evaluate.

otfser PTD compensation for an injured Responsible Chief: Chief of Customer Services

worker receiving Social Security Retirement Target Resolution Date: June 2007

benefits, potentally saving 360 million Current Resolution Status: In-process

annually; “grandfacheran” current PID

recipients receiving both benefits to avoid

financial hardship o those individuals.

Medical Billing and Adjustments (MB&A) — May 2006
1| There is a general lack of controls over the MB&A and Emplover Services Management will develop
identification and processing of medical bill controls, policies and procedures fo ensure adjustments are
adjustments which result in the need to adjust retlected in the emplover’s expetience.

the employers” claims experience data. Responsible Chief: Medical Services and Compliance

Significance Rating: Significant Weakness | Chief
Target Resolution Date: September 2007 (I'T related)
Current Resolution Status: In-process

2 | Application system security issues were I't" corrected the incompatible systern access capabilities noted
wdentified involving inadequate system security | during the audit. T'o address this issue in other application
profiles to ensure proper segregation of duties systems, I'T Security will be meeting with the security contacts

was mainfained and individuals possessing for the other application systems by the end of June 2007 o

access to process medical bills and adjustments | discuss a formal project to clearly define incompatible duties in

that no longer required such access. all applications. Cambridge has created a process to identty

Segregmtion of duties issues refated to users who have not changed their password in more than 6

individuals with both the ability to update the months. These users are deemed ro be inactive and their

provider master file and process pavments, profdes are expired. This is not an automated process, but is
which increases the potential for mappropriate | scheduled to become part of batch processing by the end of
or fraudulent parments. the 2007 calendar vear.

Significance Rating: Significant Weakness | 1T Security also modified the system access review process 10
annual reviews of all system user access capabilities and is in
the process of completing the first reviews of all users, which
1z scheduled to be completed by February 2008,
Responsible Chief: Medical Setvices and Compliance
Chief
Target Resolution Date: February 2008 (IT related)
Current Resolution Status: In-process

3 | To ensure the current interest payment Medical Services is awaiting an opinion from Legal on how
methodology operates in accordance with micrest should be calculated in order wy easure that revised
statutory requirements, obtain clarification rules comply with legal requirements.

regarding the correct inferest pavment Responsible Chief: Medical Services and Compliance

caleulation and ensure MHS and Cambridge Chief

Systems calculations are consistent. Target Resolution Date: July 2007(I'T related)

Significance Rating: Significant Weakness | Current Resolution Status: In-process

4§ there are cumrently two gctive svstems m place | The Provider Master project is the first step m shutting down
for processing medical pavments with imited SIS, Provider Master is not scheduled 1o be complered uniil

6



I'T and HPP technical support. Maintenance of
the two systems Is inethicient and results in
mereased systems maintenance cosrs.
Significance Rating: Significant Weakness

2008. The entire system will not be shut down by the targered
resolution date.

Responsible Chief: Medical Services and Compliance
Chief

Target Resolution Date: June 2008 (I'T related)

Current Resolution Status: In-process

Risk/Employer Operational Review — June 2006

Policy and procedures were not written for
most funcitons and activities.
Significance Rating: Significant Weakness

Policies and procedures are in development by the Policy
Processing and EM Policy departments. The following
procedures were finalized and placed on the EM resources
Policy Processing page in 1/07: Cancellation of Coverage

{Process or Void/Revised), Successorship Liability (new), U-
117/1-118 Scenartos-HI. Action Steps (mew), Policy Primary
and Mailing Address Update {new), Internal Control and
Quality Assurance Review (new). The following procedures
are iz draft form: PA new business application (being revised),
Business information update-same or similar ownership
group{new;, UDS employer electronic file roominew).
Responsible Chief: Chief of Customer Services

Target Resolution Date: December 2007

Current Resolution Status: In-process

I3

BWC does not ensure all emplovers under
urssdiction of Ohio workers” compensation
laws have obramed workers” compensation
coverage. Systematic cross checks should exist
with other state agencies.

Significance Rating: Material Weakness

Work group findings were presented to Chiet of Customer
Services. Key recommendation is separate the compliance
and premium audit functions. Next step is review and
prioriuzaton of this and Law inigative LG Fraod &
Compliance Unit by Sr. Management. However, the pursuit of
emplovers unknown 1o BWC or other state agerscies Is a bigger
issue for the State of Ohio. We have proposed that a mult-
agency committee be formed to formulate an approach to
emplover compliance o Ohio laws,

Responsible Chief: Chief of Customer Services

Target Resolution Date: December 2006 and December
2007 (IT related)

Current Resolution Status: In-process

Minimum premiums may not be adequate. The
recently revised Ohto Administrative Code
Section $123-17-26, (admmistrative charge
ruley has been increased to cover the
administragve expense of mamtaining the
polictes that report no paveoll. However, there
is still inherent risk with the policies that have
greater exposure due 1o industry type.
Significance Rating: Material Weakness

Management engaged an independent actuarial consultant 1o
evaluate the group ratng program and recommend

changes. The report was received in December 2006. In
additton, two other actuarial consultants have reported on the
problem and needed changes. Four informational meetings
have been conducted with stakehoiders and an inrernal ream is
developing 2 comprehensive proposal for the Administrator
and the new Board of Directors.

Designated Chief: Chief Actuarial Officer

‘Target Resolution Date: December 2006 (actuarial
study); June 2007 (implement plan)

Cutrent Resolution Status: In-process




Carrent process conteols do not adequately
tdenufy duplicate emplover policies.
acquiring a new policy, while having an existing
policy for the same business.

Significance Rating: Significant Weakness

An Account Examiner was hired in June 2006 to complete
quality reviews in the Policy Processing department. Various
components of the WCIS enhancements to improve duplicate
verification process are i system design and development
phase but have been delaved due to other priorities.
Responsible Chief: Chief of Customer Services

Target Resolution Date: September 2007 (IT related)

Current Resolution Status: In-process

Develop controls to validate thar payroll report
informatien is entered accurately and
completely mnto the database svstem and that
the amounts m the paveoll dishursement
journals agree with the information on the
payeodl reports,

Significance Rating: Significant Weakness

5 | When payroll reports are recetved there s no | Obtatned confirmation to proceed with updating the amount
review to determine if estimated PSDs are | of PSD on individual policies. A request will be submitred to
correct, The lack of review could result in lost | 1T o begin the process of definmg the system requirements
revenue due to under reported esdinates for | and developing the program to complete the PSD review and
premium security deposies, 1o post any necessary adpzsoment.

Significance Rating: Significant Weakness | Responsible Chief: Chief of Customer Services
Target Resolution Date: December 2007 (IT related)
Current Resolution Status: In-process
Time Reporting and Leave Usage — August 2006

i Management should conduct research to Management 1s researching the discrepancies noted in the
determine the reason for modifications o audst and will post corrected entries if necessary, In addition,
ending leave balances. Policies and procedures management will follow-up with account clerks and payroll
for these modifications should be reviewed to | officers to ensure that any payroll adjusiments are properly
ensure that only properly authorized and valid documented. To finprove controls, management will request
adjustment entries are posted. reports of such rransactions from the Department of
Significance Rating: Significant Weakness | Administrative Services (IDAS).

Designated Chief: Chief Human Resources Officer
Target Resolution Date: June 2007
Current Resolution Status: In-Process

g}

The implementation of OAKSs has addressed the issue of key
entry errors, as emplovee time informaton is now entered
electronically and approved by department managers. Once
approved the information is downloaded into the pavroll
system. Management is researching the errors noted in the
report 2nd will perforin adjustments o correct these ervors, if
AECESSAIT.

Designated Chief: Chief Human Resources Officer
Target Resolution Date: June 2007

Current Resolution Status: In-Process




Average Weekly Wage/Full Weekly Wage Payment Rates —
September 2006
1 ¢ To ensure correct benefit pavments to injured Injury Managerment Supervisors facilitate a review of claims
workers, management should implement effective | to ensure that wages are set accurately, notes entered
quality assurance reviews to be performed on a regarding the request of wage information and rhat wage
periodic basts to provide a reasonable assurance documentation s tmaged into the claim.
that wage documentation submitted is sufficient The System Change Conwrols will be discussed and
and valid, and that wages are Input accurately and priorm/ed during & V3 audit meeting scheduled for early
completely 111 2 timely manner. Wages set June 2007 and may be included in the Seprember release.
incorrectly can result in underpavinent or Responsible Chief: Chief of Customer Services
overpayment o an infured worker. Target Resolution Date: December 2007 (I'T related)
Significance Rating: Material Weakness Current Resolution Status: In-process
2 | To avold inappropriate overrides, tmplement Policy updates were inttially completed on 1/8/2007.
additional controls, such as quality assurance Service Office Managers are completing claim audits of
reviews, to ensure that manual overrides of wage payments made by the IMS. In additdon, Field Operations is
rates are valid and processed accurately, Policy creating a data warchouse report to identity an over than
should be updated to require sufficient average number of manual overrides in an office, on a ream
documentation to be evidenced in the claim file to | or by a €SS,
support the reasons for manual overrides. Respounsible Chief: Chief of Customer Services
Significance Rating: Significant Weakness Target Resolution Date: August 2007
Current Resolution Status: In-process
3 | Toaveid incorrect Iull Weekly Wage (IF'WW) rate | The Full Weekly Wage is audited and reviewed by the IMS
calculations, management should remind Claim through the Claims Audit Tool prior to the 1% pavment
Service Specialists the significance of accurately being released. I the FWW is set incorrectly the IMS can
and complerely populating the "FWW Information | have that warrant pulled to make any necessary corrections
Box". Consider implementing quality assurance to the pavinent.
procedures to ensure nformaton is being A System Change Control has been submitted to have a
populated in accordance with procedures outlined | diary automatically post if the wages are entered 40% greater
in BWC tramning material. than any other wage entry. This System Change Control will
Significance Rating: Significant Weakness be discussed and prioritized during a V3 audit meeting
scheduled for eatly June 2007,
Responasible Chieft: Chief of Customer Services
Target Resolution Date: December 2007
- Current Resolution Status: In-process
41 Take steps 1o resolve the inconsistencies noted Policy updates were completed on 1/8/2007
between BWC poliey and V3 system calculations This System Change Control will be discussed and
of AW/ FWW payment rates. These prioriiized during a V3 audit meeting scheduled for early
Inconsistencies may result in overpayments or June 2007
underpayments to injured workers, Responsible Chief: Chief of Customer Services
Significance Rating: Significant Weakness Target Resolution Date: December 2007 (IT related)
Current Resolution Status: In-process
5 | Toavewd maccurate payments to injured workers, Policy updates were completed on 1/8/2007
management should consider reprogramming the This System Change Control will be discussed and
V3 system wage calculations for vearly wage prioritized during a V3 audic meeting scheduled for carly
frequencies. The system should divide by the June 2007,
actual number of vears input into the wages screen | Responsible Chief: Chief of Customer Services
rather than only using the date of injury as a basis | Target Resolution Date: September 2006 (policy
for the sumber of vears o divide by, change); December 2007 (IT related)
Significance Rating: Significant Weakness Current Resolution Status: In-process
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includes various system edit checks to guard
against inappropriate or fraudulent provider

billings, vet inappropriate or fraudulent provider

billings still occur within the system. We
recommend that the Medical Sesvices division
consider the feasibility of

implementing/developing chinical editing software

and/or an Explanation of Benefits Process as
additional control measures in guarding against
inappropriate ot fraudulent provider billing.

Significance Rating: Significant Weakness

Currently, (] Management requested a systemic change to the V3 system
system warnng when entering more thans 52 weeks | to prevent more than 52 weeks or 365 calendar days o be
of wage mformation. This poses a risk that the entered mro the wages screen on all frequency tvpes with the
AW rate is not calculated in accordance with exception of "vearly”. This System Change Control will be
regulatory requirements and/or BWC policy. discussed and priorinzed duzing 4 V3 audit meeting
Management should consider implementing a scheduled for easly June 2007,
systemic change 1o the current V3 system to Responsible Chief: Chief of Customer Services
prevent morte than 32 weeks being input. Target Resolution Date: December 2007 (IT related)
Significance Rating: Significant Weakness Current Resolution Status: In-process

Medical Bill Payment Controls - September 2006

1 The current BWC medical bill pavment process Management will require Managed Care Organizations

(MCOs) unlize chinical editing software to avoid such
payments as a top priority. This is in the MCO 2007
contract which was signed in December 2006, A RFP for
clinical editing sofrware was posted and responses were

the Administrator. Purchase and implementation will
require Administration approval due to current state of
budget. Management does not fecl an Explanation of
Benefit process is cost effective, since the injured worker is
not responsible for any bill balance.

Responsible Chief: Medical Services and Compliance
Chief

December 2007 (clinical editing)
Current Resolution Status: In-process

recerved in June 2007, A vendor has been recommended to

Target Resolution Date: January 2007 (MCO contract);

Claims Operational Review — September 2006

The Release of Information Policy now containg a section on

with no retumn o work date and an I[CD-%
code 1o the lost tme service offices.
Significance Rating: Significant
Weakness

1} Implement a policy 1o require proof of
identity when filing a claim or when making requesting D from the Injured Worker. This was in response to
critical demographic updates. SBO7. The benchmarking study continues.
Significance Rating: Significant Responsible Chief: Chief of Customer Services
Weakness Target resolution date: December 2007
Current resolution status: In-process
2 | Discontinue performing functions that are Management will re-evaluate the roles and responsibilities for
the primary responsibility of the MCOs, entering and investigating new claims to avoid duplication of
Significance Rating: Significant efforts,
Weakness Responsible Chief: Chief of Customer Services
Target resolution date: June 2008
Current resolution status: In-process
3 | Systematically assign new injury claims filed A System Change Control has been submitted to assign more

severe claims directly to the Pleld based on Triage Logic. A team

of subject matter experts will be pulled rogether to define the
business requirements and discuss the Triage Logic.
Responsible Chief: Chief of Customer Services

Target resolution date: December 2007

Current resolution status: In-process




4 | Enhance current V3 svstem to link an injured | Claim assignment, team profiles, and workload balancing are all
worker with multiple claims to the same case | to be addressed in a V- Inefficiencies project proposed by
tnanager or feam. multiple workgroups. The profect is being defined for the Project
Significance Rating: Significant Office prioritization methodalogy.

Weakness Responsible Chief: Chief of Customer Services
Target resolution date: June 2008
Current resolution status: In-process

5 | Enact policy changes requiring that V3 and 150 online management report access was completed 3/7 /2007,
insurance searches are performed on all new Additional cross matches with other state agencies continue (o be
mjuty claims filed. explored.

Significance Rating: Significant Responsible Chief: Chief of Customer Services
Weakness Target resolution date: September 2007 (IT related)
Current resolution status: In-process

6 | Research, benchmark, and devote the Management has revised the staffing policy o require only the
TESOUrces Necessary to create, train, and necessary disciplines to be present, rather than all ream members.
mplement the use of pertinent, financialle This change has reduced the payroll dollars allocated to these
focused performance and outcome meetings. In addition, has established a committee which is
measurements o support the staffing developing changes o the current staffing criteria,
process. Responsible Chicf: Chief of Customer Services
Significance Rating: Significant Target resolution date: June 2008
Wealaess Current resolution status: In-process

7 | Develop performance measures or goals to Formahized training to educate staff on better notices of referrals
improve timeliness of updating the Industrial | and claim file preparation was deployved 1n 2006, A system
Commuission Stratepies Tracker. change request was submitted 1o enhance the current IDhspute
Significance Rating: Significant ‘Pracker functionality. An ipitative has begun to measure staff on
Weakness the timeliness of enacting Industrial Commission H carinng COrders.

Performance Level 3 goals are being developed to support the
AFENCY MISSIon,

Responsible Chief: Chief of Customer Services

Target resolution date: January 2007 (education); September
2007 (IT related)

Current resolution status: In-process

A | Develop written procedures and work flows Management is continually developing and revisiting existing
that are standardized throughout the policies and workflows. Additionally, a newly proposed
operational areas and field offices. compliance function in the Operations Thvision is currently being
Significance Rating: Significant expiored o ensure consistency and compliance statewide.
Weakness Responsible Chief: Chief of Customer Services

Target resolution date: September 2007
Curtent resolution status: In-process
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Manual Override — October 2006

Cstablish and mainrain weitten policies and procedures
to govern the processes for EM, MIRA reserve and
claim cost overnides.,

Significance Rating: Material Weakness

In June 20006, management developed and implemented
policies over these processes and is now in the process
of adding additional profocols and policies around this
process, Management will develop a form o be used
when requesting EM overrides. The existing
Experience Modifier Override Policy will be modified

to reflect process changes.

Responsible Chief: Chief Actuarial Officer
Target resolution date: September 2007
Current resolution status: In-process

2 | Develop fixed and equitable rules controlling the effect Management has developed and implemented rules
on rating calculatons of claim costs arising {rom factors sutroundmg the rate adjustment process and is now in
outstde emplovers’ control and other instances in which | the process of adding additional protocols and policies
override transactions are performed. around this process.
Rating: Material Weakness Responsible Chief: Chief Actuarial Officer
Target resolution date: Matrch 2007 (rating
calculation adjustments) and September 2007 (final
policy and procedure revisions)
Current resolution status: In-process
3 | Resolve the current rating inequity between group rated | Management engaged an independent actuarial

and non-group rated emplovers. Management should
also adopt standard controls to prevent rate
manipulation by emplover groups. Possible corrective
actions could include restoring credibility factors
assigned to emplover groups to levels consistent with
sound actuarial standards and prohibiting groups from
utilizing claims experience as an eligibility criterion for
group participation.

Significance Rating: Material Weakness

consultant to evaluate the group rating program and
recommend changes. This report was received by
management in December 2006 and is currently being
evaluated. The product development team proceeding
with recommendations due to the administrator and
new board of directors upon seating of the new board.
Responsible Chieft Chief Actuarial Officer

Target resolution date: December 2006 (actuarial
study); June 2007 {(implementation plan)

Current resolution status; In-process

Indemnity Claims Overpayment Audit — October 2006

R
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and are adjusted accurately and completely.
Significance Rating: Significant Weakness

| Control and enhancements are scheduled 1o be released

Management has implemented an overpayment
checklist and modified the compensation audit tool o
inclade questions regarding overpayments. In addigon,
Field Operations has submitted a System ( ‘hange

in June 200
Imked to Data Warchouse and reports are being created
O ensuare {.)VCfpﬁ}’ﬁ}{.’!'!fS are l'}ﬁ".éﬂg :ufdrcsse(i
Responsible Chief: Chief of Customer Services
Target resolution date: August 2007 (Field
Operations): December 2007 (IT related)

Current resolution status: In-process

- Lenersl overpayment dara has been

o

Tmplement processes o provide reasonable assurance
that absorption mres temporarily set 1o 0% or 100% are
subsequently changed to the appropriate rates.
Significance Rating: Significant Weakness

A System Change Control request was submitted to
modify V3 to rake the user 1o the Overpayment
Allocation Window to review the absorption rate for
accuracy if there 1s an overpavment at the SSN level
and a payment plan 1s being built, once the plan s




saved. In addition, the CSS will receive a diary to adjust
the absorprion rate in a claim once there has been 12
weeks of compensation paid ar the FSWYW., Also the
IMS will receive a diary if the absorption rate is set at
160%, for a scheduled payment. These enhancements
are scheduled to be released in June 2007,

Responsible Chief: Chief of Customet Setrvices
Target resolution date: January 2007 (Special
Investigations Dept.); June 2007 (IT related)
Current resolution status: In-process

In order ro ensure the required emplover experiefice

The overpayment checklist can be adjusted ro include a

3 adjustments are performed, develop a process to ensure | check box for notfication to Lamployer Rate
all claims that meet the criteria requiring a referral o Adjustment Unit if appropriate. The checklist 1s being
the implover Rate Adjustment (ERA) Unir are reviewed for correct verbiage and then will be deploved
idenutied and forwarded to the ERA Unjr. to all Field Staff. Claims Policy will review this issue
Significance Rating: Sigaificant Weakness during the Over Pavment policy review,
Responsible Chief: Chief of Custormer Services
Target resolution date: December 2007
Current resolution status: In-process
4 Implement a process to proactively identify claims that | Management will request I'T reporrs dentifving claims
may contain potential overpayments. containing possible overpavments and incorporate a2 V3
Significance Rating: Significant Weakness diary ro the IMS when V3 calculates an overpayvment.
Responsible Chief: Chief of Customer Services
Target resolution date: June 2007
Current resolution status: In-process
5 Implement procedures requiring supervisory review and | Current practice now requires the IMS to review and
- | approval of requests for the removal or adjustment of approve requests 1o adjust overpayments in V3. In
overpayment amounts, addition, neither the C588s nor the IMSs have the
Significance Raring: Significant Weakness system capability to perform adjustments to
overpayments in V3.
Responsible Chief: Chief of Customer Services
Current resolution status: Implemented
6 To enable BWC 10 effecuvely collect injured worker Management will benchmark with other purisdictions’

overpayments, determine best practices {or injured
worker overpayment collection and request legislative
changes allowing the BWC ro adopt the best practices
wdentified.

Significance Rating: Significant Weakness

policies and procedures for addressing injured worker
overpayments and develop a plan for implementng
necessary changes.

Responsible Chief: Chief Financial Officer
Target resolution date: September 2007

Current resolution status: In-process

Electronic Funds Transfer and Electronic Benefits Transfer
Account Processing —~ October 2006

erminate LFT system access rights for separated
individuals or positions no longer requising such access.

Significance Rating: Significant Weakness

The I't Department has started 4 new process for the
periodic security reviews, which now include deniled
information on every mdividual’s system access. 1T
Security has modified the svatem access review process
to include annual reviews of all system user access
capabilities and 15 1n the process of completing the firse
reviews of all users across the agency, which is expected

to be complered in February 2008, 1T {5 cusrently
workimg with the Fluman Resources Division o




enhance controls over security access for employees
promoted or transferved within the agency.
Responsible Chief: Chief of Customer Services
Target resolution date: September 2007

Current resolution status: In-process

Lump Sum Advancements Audit — March 2007

Improve conrrols to ensure the rate of payment is reset
i the origmnal rate once the LSA has been repaid.
Furthermore, implement monitoring reports to allow
management to klentify and review LSAs rthat have
reached thew repayment dare to ensure the rate is set
back to the original rate.

Significance Rating: Significant Weakness

Poliey update is in process. Field Operatons will
ensure appropriate updates are made that require the
€38 o review the LSA payment plan at the conclusion
of the paid out award and the rate adjustment has been
made to reflect the original rate. A Date Warehouse
report will be created to sdentfy claims in which the
LSA pay plan ended during the prior week to ensure
the rate has been adjusted back 1o the original rate.

A Svstem Change Control has been submitted to have
V3 generafe a CSS diary 30 days prior to the LSA pav
plan end date.  This System Change Control will be
discussed and prioritized dusing a V3 audit meeting
scheduled for eardy June 2007,

Responsible Chief: Chief of Customer Services
Target Resolution Date: Field Operations (QA; IT
Related) — December 2007; Claims Policy — July
2007

i

Implement improved quakity assurance procedures to
provide reasonable assurance that LSAs are being
processed in accordance with BWC policy and
procedures,

Significance Rating: Significant Weakness

Freld Operations iniually implemented a procedure to
require audits of all LSAs greater than $5,000.
However, based on validation results, Field Operations
is In the process of modifving these requirements to
require audits of all LSAs greater than $10,000 with a
random audit of 1.8As under $10,000. Policies will also
be modified.

Responsible Chief: Chief of Customer Services
Target Resolution Date: September 2007

Implement a preventative systemic control which
prohibits the (S8 from paving more than two
concurrent L8As in a claim. Addionally, update
policy to clarify that the tvpe of compensation is not a
factor when derermining the total number of LSAs
rennmg concurrently i a clam.

Significance Rating: Significant Weakness

Field Operations will submit a change request to have
a pop-up box appear if there are two concurrent LSA
plans and the CSS artemprs to build an additional plan.
best solution and update the policy.

Responsible Chief: Chicf of Customer Services
Target Resolution Date: Field Operations (QA; I'T
Related) — December 2007; Claims Policy — July
2007

Compensation Audit Review — March 2007

Take appropriaze steps to provide reasonable assurance
that the Service Office Managers (SOMs) are auditng
the appropriate number of claim payments made by
TMSs a5 outhined 1 crent BWC policy.

Management implemented new policy requirements to
ensure that all IMS payments are audited by the Service
Office Magagers or thelr designees. Towever, based

on information obtamed during validanion,




Significance Rating: Material Weakness

management is in the process of clarifying policy
regarding the required audits and tking steps to ensure
that Information Supervisor Payments appear on the
compensation audit reports and are subject to audit.
Field Operations remforced the refresher course and
policy requirements for auditing all IMS payments ar
the 7/26/2007 Service Office Manager meeting,
Responsible Chief: Chief of Customer Services
Target Resolution Date: October 2007

Current Resolution Status: In-Process

[

Implement controls on Compensation Audirs
completed by the IMSs/SOMs to provide reasonable
assurance that audirs are completed accurately and
consistently. Also, take appropriate steps to ensure
IMSs are properly utdizing the Compensation Audit
Tool and apply a consistent audit methodology to each
question.

Significance Rating: Significant Weakness

Management would like to implement an independent
quality assurance department to review and/or
perform Compensation Audits. In the meantime, on a
monthiy basts, the SOM or designee will review IMS
audits performed for compliance.

Responsible Chief: Chief of Customer Services
Target Resolution Date: Field Operations — April
2007;Field Operations (QA Related) — December
2007

Take appropriate steps to provide reasonable assurance
the IMSs comply with current policy regarding the
appropriate number and type of payvments to review
each day,

Significance Rating: Significant Weakness

Field Operatons Administraton will work with IT o
develop one report o identify claims that have been
bypassed, as well as, claims that have been audited by
the IMS. Field Operations management will review
this report periodically for comphance.

Responsible Chief: Chief of Customer Services
Target Resolution Date: Field Operations (IT
Related) — July 2007

Add or update guestions for various compensation
types to address policy and startory requirements,
Significance Rating: Significant Weakness

(uestions have been updated o the applicable
compensation fypes. A workgroup will meet to
determine which items/questions should have a more
timely review and be reviewed daily to ensure
compensation payments are accurate and which itemns
may be reviewed quarterly to ensure the claim is being
managed appropriately,

Responsible Chief: Chief of Customer Services
Target Resolution Date: Field Operations —~
Januarv 2008

Perform benchmarking 1o determine how similar
organizations are performing quality assurance
procedures over claims management activities in order
to determine what might be considered best pracrice.
Significance Rating: Significant Weakness

Management will conduct benchmarking with similar
organizations on the compensation audit process o
evaluate “best practices” regarding quality assurance
processes.

Responsible Chief: Chief of Customer Services
Target Resolution Date: Field Operations —
December 2007

Salary Continuation Program — March 2007

Develop management reporting to ensure mitial
contacts and alf ongoing contacts are betng made in SC
clams, Enforce existing policy and mmplerment the
necessary incentives and penalties a5 a control to
ensure that participating emplovers are meeting all

Operations is working on creating sorme dafa

olicy review and updates are in process. Field

warchouse reports to wdentity Salary Conanuation

clarms. These claims will be provided

Offices for review o ensure ali ininal contacts and

[
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reporting requirements. Conduct a datz and status
cleanup project on the SC claims in an vnknown
status. Amend the SC policy to clarify expectations,
roles, and respoasibilinies of BWC as well as MCO
staff.

Significance Rating: Significant Weakness

ongoing comenunication s completed timely.
In addition, the Salary Continuation Policy is being
review and any updates or changes will be
communicated to the Fleld. The request to clean up
the Salary Continuation claims has been submitted to a
review teamn for prioritzaton.

Responsibie Chief: Chief of Customer Services
Target Resolution Date: December 2007; April
2008 (“unknown claim” project clean up)

2 | Establish controls for monitoring and reporting wage Wage informaron will be monitored for completeness
submissions. by the 1MS.
Significance Rating: Significant Weakness Responsible Chief: Chief of Customer Services
Target Resolution Date: June 2007
3 | Enforce exisung poticy and implement the necessary Policy review and updates are on target for December.
mcentives and penalties as a control to ensure that Field Operations is working on creating some data
participating emplovers are meeting all reporting warehouse reports to identify Satary Condnuation
FEQUILCMEents. claims, These claims will be provided o the Field
Significance Rating: Material Weakness Offices for review to ensure all necessary wage
documentation is obtained.
Responsible Chief: Chief of Customer Setvices
Target Resolution Date: December 2007
4 | Ensure that injured workers recerve sufficient A turcher analysis of this automarion within V3 is
nformation o make informed decisions concerning necessary to evaluate this recomemendation. If it is
salary continuation. deemed appropriate, a svstem change control will be
Significance Rating: Significant Weakness submitted to implement this recommendation. The
option letter and (35 serve two separate and distiner
purposes in the process and should not be combined.
The IMS will ensure proper documentation is sent for
the option lerter.
Responsible Chief: Chief of Customer Services
Target Resolution Date: December 2007
5 | Regardmg lost time changeovers, BWC should ensure Field Operanons 1s working on creating some data
recurn to work dates, salary conunuation, and lost ime | warehouse seports to denufy claims with 8 or more
changeovers are re~assigned to the proper service days missed and Salary Continuation claims. Once
offices. Reserve these claims properly and apply the these reports are created, we will work with Medical
corrected doliar impacts to the premiums and 1o the Clarms and the Field to ensure V3 is updated properly.
state fund. Develop management reporting to keep This s also a recommended report for the guality
future claims from being overlooked, and to eliminate | assurance departiment.
adverse impacts to the state fund. Responsible Chief: Chief of Customer Services
Significance Rating: Material Weakness Target Resolution Date: Staffing - February 2007;
Procedure Updates - September 2007; Quality
Control-Implement - September 2007; Unknown
claim project clean up - April 2008
6 | Revise the extsting policy 1o contain clear and concise Management will ensure the policy 15 updated and

language for utilizaton of Independent Medical Exams
and other clains management tools 1o avokd confusion
completed correctly and timely in accordance with
BYC Poliey.

Significance Rating: Significant Weakness

properly communicared to all Field staff, A data
warehouse query will be used o identify claims that are
collecting temporary total that have not had an exam.
Responsible Chief: Chief of Customer Services
Target Resolution Date: December 2007

Develop a srandard referral system to identify, contact,
educate, and track all emplovers who are not in
compliance with the Salary Continuaton Policy.
Communicate to all of Field Operarions thar the Policy
Department role is defining the policy, nor enforcing

Management will develop a referral process that will
enable Emplover Operations to track, monitor and
enforce emplover compliance with the Satary
Continuance policy. The referral and monitorng

process will also be documented in a rule. Field
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the policy. Promulgate a formal rule to s Upport
program enforcement.

Significance Rating: Material Weakness

Operations staff will be nonfied and trained on the
referral process once this is implemented. Management
will develop a Salary Conrinuance rule to include
penalties for nowr-compliant emplovers.

Responsible Chief: Chief of Customer Services
Target Resolution Date: April 2008

Information Technology General and Application Controls Risk
Assessment —~ January 2007

NOT

o Fhe Internal Audit Division worked together with the I'T Division to voluntardy contract with an external

audinng firm to perform a baseline review of the internal general and applications controls of BWCs 1T Division.
Validanon will only occur after Internal Audit acquires the appropeiate internal and/or external IT audit expertise.

There 15 no documentation for personnel assigned
access control over powerful utilitics that may alter
data or programs.

Significance Rating: Material Weakness

Management will formally document the approval
process including who keeps documentation of
approvals and periodic reviews of who has access.
Management will determine il other such vrilities exist
so that they can be addressed. Management will
develop a formal policy on Super claim use
Responsible Chief: Chief Information Officer
Target Resolution Date: December 2007

I

Security violation and moaitoting is not in effect.
Trending or advanced analysis for security violations is,
therefore, not performed.

Significance Rating: Material Weakness

Management disagrees thae security violation and
monitoring is not in effect. We agree that more needs
to be done. In some cases, reporting fools to analyze
the server logs would need to be acquired and
appropriate security logging on the servers would need
to be turned on and in all cases the logs need to be
retained longer.  Steps will be taken to establish a
mote pro-active approach to monitor powerful system
IDs.

Responsible Chief: Chief Information Officer
Target Resolution Date: March 2008

There 1s no periodic process 16 evaluate changes in
archirecrure and security impacts to the asset base,
There 1s no consistent process in place to ensure that
vulnerabilities are mitigated.

Significance Rating: Material Weakness

The application development methodology will be
modified to include a security review at the beginnmng
of the lifecvcle. Those changes will incorporate
securify testing prior to implementation. Also,
management will assess existing processes and assign
ownership to formulate new processes,

Responsible Chief: Chief Information Officer
Target Resolution Date: March 2008

Programmers have access o the production
environment, There is clearly a segregation of duty
issue with programmer access to the production
environment 1n the Applications Mamrtenance/Support
Applications Technology, and 1CC groups. Some
applications do not have a version contral
MANAZEINent sysrent,

Significance Rating: Material Weakness

Management will add version control 1o financial
applications. Business customer admin rights will be
removed. Version control software will be used for
financials if not replace by OAKS Migraton will move
o the Application Logistics team a8 was done with all
other applications,

Responsible Chief: Chief Information Officer
Target Resolution Date: June 2009

Individuals within the T'T depariment are sometimes
responsible for performing any end-user dars
processing acnviries via ttems such as SuperClain and

Congrol over production datm access will be reviewed
o determine if more controls, restrictions and/or

policies need 1o be i place. Test environments using




SPUFIs. production data will be reviewed for policies or
Many mdividuals in I'T have read-only access to changes that are needed.
production data. Responsible Chief: Chief Information Officer
Significance Rating: Material Weakness Target Resolution Date: May 2008
G | Al requests for end-user access to Management will create a single electronic site and
LAN/WAN/ Application/Database resources are not templare for storage of access provision procedures,
documented or mamtamed. Revocation of terminated | These procedures would be approved through a logged
emplovees does not consistently occur at the process. An assessment of the separation procedures
applicavon/application role level. It is possible for will be done on a periodic basis 1o confirm thar they
terminated user accounts to remain in the system. are being followed correctly. Assessment of who
There 15 no regular review of user/role definitions at currently has access, documented justificatzon for
the bustness process level. contnued access, and restriction of access for those
Passwords syntax controls within the Windows without justification will be completed. Changing of
environment is not funcrioning as mitially expecred service account passwords as server administrator
{per Security policies), personnel change would require resources and time for
Significance Rating: Material Weakness coordination, testing, and implementation on an
ongemg basts. Evaluation of magnitude and umpact of
the change and an implementation plan will be
compieted.
Responsible Chief: Chief Information Officer
Target Resolution Date: July 2008
7 | There s a lack of TT general controls in and around QED will be replaced; however the new system will
the QED, Oracle Financials, and IVR applications. have policies in place for segregation of duties. Within
QED and Oracle are materal to the financials for the the next fiscal vear Oracle Financials should be
organization, thus is a serious issue. replaced by the new OAKS system. We will document
Significance Rating: Material Weakness the current duties and review what segregation s
needed. A review will be done on the migration and
logistics procedures for Oracle Financials.
Responsible Chief: Chief Information Officer
Target Resolution Date: May 2008
8 | Powerful I1)s are neither logged nor monitored. Procedures have been identified for approval to grant
Activities performed using a powerful 1D or powertul authority to get access to Super Claim. An audit was
uality are neither captured nor reviewed. performed and people no longer needing access have
Significance Rating: Material Weakness been removed. The process still needs to be formally
documented inchading who keeps documentation of
approvals and pertodic reviews of who has access.
Implement annual re-certification of who has access 1o
these IDs.
Responsible Chief: Chief Information Officer
Target Resolution Date: March 2008
9 1 The documented crireria for approvals required tor a Management disagrees with the recommendarion that
change via the CMT process is sparse. It basieally formal signofts are required for key change
indicates that four director approvals are required for management decisions regarding authorization to
production changes, plus anvone the requestor thinks perform work for projects or maintenance activities
that would need to be “aware” of the change. Thereis | and key software development life evcle deliverables.
10 governance to ensure affecred parties are on the As part of the established development life cvcle, TT
approval. Changes are sometimes made without all management and business management agreed o not
approvers having approved the change. There is no sequire these signarures and this has worked well in the
tracking or escalation of such incidents. Some changes | current environment. Additionally, some form of
upgrades are done withour a CMT. actual or electronic signature (e-mail) is required for
No busmess process/IT cross reference maps are securtty changes. However, management agrees (o take
documented. There 15 no {or very limited! business the following action o address the CMT
process documentarion. recommendations:
¢ runing on the change management process
There are no formal sign offs for the SILC that has been made avatlable to all T groups
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deliverables except for the CMT process (which allows
for clectronic signoff).

Significance Rating: Material Weakness

will be made mandatory and completed for all
I'E groups

* A monthly report documentng the number of
changes implemented without all approvals
will be distributed to Direcrors for review on a
monthly basis.

s Automated identification of necessary
approvals i currentdy being analyzed.
Automated identification of necessary
approvers based upon the nature of the
request will be expanded as much as possible.

*  Reports displaved in the weekly change
management review meeting have been
cormpleted and now identifies the CMTs still
requiring approvals.

Responsible Chief: Chief Information Officer
Target Resolution Date: September 2007

10 | There is an inconsistency in approval of hardware Management will re-communicate the requirement that
modifications. Fornmal processes do not exist to all O8S software and hardware changes must go
detezmine (f system software needs 1o be modified (e.g. | through the BWC IT change management process for
patches/upgrades), including required docomentation review and approvals. Management will be responsible
and approvals required. Asset management is not used | for self-assessing changes in their area to determine
pervastvely across T o track critical elements of all whether changes are being implemented without golng
relevant I'T assets. through the change management process. Adherence
Significance Rating: Material Weakness to BWCs IT change management process will be

incorporated into the performance review process.
Responsible Chief: Chief Information Officer
Target Resolution Date: September 2007

11 | The process by which projects tailor the common ‘There is a formal methodology for large and small
methodology has no oversight or enforcement for a projects. We have not formally drawn the line between
basic set of required project activities. There are no what 1s small and large. That is up to the Project
formal crireria for tailoring based on project size. As Manager. This works quite well. Where the
such, project activides, deliverables, and Ievels of improvements are needed is in the oversight of the
tormal documentation and/or approvals vary greatly process.
and are not predictable. Dara warehousing has limited | Disagree with the comment “Data warehousing has
structure regarding a documented SDT.C. limited structure regarding a documented SDLC”. The
Significance Rating: Material Weakness Data Warehouse team uses a derived methodology

based largely on the contracted vendor’s SDLC
methodology. While this methodology is not the same
as the Applications” SDLC methodology, it is
documented and integrated inco BWC's migration
procedures. Management acknowledges that small
changes beoween releases will not use the fdl SDIC
methodology. Management will 2dd a cdlear definition
to the methodology on Small/Large Projecrs.
Responsible Chief: Chief Information Officer
Target Resolution Date: December 2607

F2 | There is no business continuity m the DRP. The Management will address the I'T Business Conumaty

disaster recovery plan {IDRP) has only been tested for
legacy applications and databases; exposure exists for
e-generation, Cracle Financals, QED and some

client/server systems. The current DR plan does not

appear to be suthiciently robust to ensure effectve 1T

support izt the event of a significant svstern outage. {1

by determining ownership of business continuity plan,
Management will emphasize people porton of IT plan
during review after next rest and establish periodic
walk through of logistical & people aspects of plan.

£
Management will address the encrvption issoe by
implementing encrvption of off site Data Recovery




#

governance is weak regarding established
KPI's/Metnics. While some formal reporting exists
[director status reporting, PMO stoplight reportng},
there 13 little in the way of KPT-based (metric-based}
reporting or sccountability. There is no intetnal
process {self-andit, internal IT audit, or otherwise) 1o
continually evaluate and/or monitor the acequacy and
effectiveness of the I'T controls environment. No
formal procedures have been established or
documented to classify applicatton and underiving daea
from a privacy perspective. While information privacy
13 monttored by Legal and I'T 12 informed by Legal of
the ramifications, the process is informal and goes
unmonitored. Processes and procedures have not been
established to ensure adherence to federal, state, and
locat regulations. Such regulations and regulatory
bodtes include: Sarbanes-Oxley and include areas such
as business resifiency and daa retention, etc.
Significance Rating: Material Weakness

(DR tapes for IBM mainframe, implementing
encryption of off site DR tapes for open systems, and
implementing encryption of laptop and rabler disks.
Responsible Chief: Chief Information Officer
Target Resolution Date: December 2007

13 | F'or each of the mission critical applications, databases, | We are in the process of nstalling for application
and operating systems, the fanctions, transactions, assets. The Flashiine/Aqua Logic Enterprise
menus, screens, ete. that update mission critical Repaository project will be implemented in three
financial data have not been identified/documented. phases. First, all SOA services and the enterprise
Security design documenis are not reviewed, updated, architecture framework (1
nor approved. Second, all application components and database
Significance Rating: Material Weakness components will be documented. Third, all other
system components that are of value for mpact
analysis will be included.
Responsible Chief: Chief Information Officer
Target Resolution Date: Phase 1 - July 2007;
Phase 283 ~ July 2008
14 | The Network Group has limited I'T controls in place Currently reviewing process changes to accommodate
in terms of formal change management. the recommended changes. At this ime. 1T has
Significance Rating: Material Weakness tughtened up the CMT process and improved
accountability for documentng changes. Next steps
will be to document the assets and complete a
worktlow document for testing and apgrade
application.
Responsible Chief: Chief Information Officer
Target Resolution Date: August 2007
15 | The definition of unscheduled {emergency) changes is | Management disagrees but will review the potential for
widely mconsistent across groups or in some cases not | formalized stgnoff process in an effors 1o address
defined or documented. Not all control concerns. Carrently, management follows a
MAInTeNance;, development items are recorded because process in place, but not m}i[{)rm_ﬁy across the diviston.
small maintenance items may not be recorded. Implementation of the project office and Clarity will
Reportng/metrics are compromised with the assist 1 the management of this situation. Combine
meonsistent and incomplete cateporization and this with the inttation of a true change MANAgemMent,
iracking., There are no established metrics 1o track configuration management and release FEANAZEMCit
emergency changes {e.g when it occors In relation to process will allow for the entire division vo e set on a
changes, what modules / application). level playing field.
Significance Rating: Material Weakness Responsible Chief: Chief Information Officer
Target Resolution Date: September 2007
16 | The processes used ro ideniify security valnerabilives Drafts of security policies have been completed and

for each rechnology asset are incomsistent. Security
design documents are not reviewed, updated, nor

submitted for review and approval. Processes
support the policies would need to be developed 1f
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approved. There are inadequate mechanisms in place
to ensure that sceurity policies are being followed by
GSErs.

Significance Rating: Significant Weakness

they are approved.
Responsible Chief: Chief Information Officer
Target Resolution Date: September 2007

Busmess impact analysis for changes is performed
inconsistently prior to mitiaton of development or
acquisition.
life cycle allow for business impact analvsis, this
activity 1s frequentdy not performed or, in some cases,
is performed without documented results. As a rc&ulz
rany projects or maintenance activities ha\’c no
business impact analysis, cost benefit analvsss, or
business benefit assessment upon which to formally
base decisions,

Significance Rating: Significant Weakness

Although some deliverables in the project

I'T wll work with the business to document process to
include business impacts and wilf be adopiing the I'TTL
practice which includes business impacts as part of the
methodology, The issue of software impact analvsis is
being addressed with the current efforts to ;mplen‘mnt
the Enterprise Repository.

Responsible Chief: Chief Information Officer
Target Resolution Date: June 2008

No consistent project post evaluation conducted to
deternmune project performance. Lessons learned are
mnfrequently captured and/or used in future projects.
User documentation is gypically provided for most
applications, however, changes to user documentation
as a resuit of system changes are not always reflected.
System docamentation is not present for most
applications and 18 not consistent.

Significance Rating: Significant Weakness

Management will examine after-action review process
for customer satisfacton, lessons learned and
harvesting the benefits (benefit realization).
Responsible Chief: Chief Information Officer
Target Resolution Date: June 2008

19

No evidence of review or monitoring processes for
assurance of SAS-70 or Agreed Upon Procedures
reports for any outside service other than Cambridge.
Significance Rating: Significant Weakness

F1 is working with the Finance Division to handle
MCO SAS70s relating to I'T. I'T is currently reviewing
the latest round of MCO SAS70 audis,

Responsible Chief: Chief Information Officer
Target Resolution Date: August 2007

20

The DRP is not updated as part of the overall change
management process. There are pockets of asset
management, but there is no universal or consistent
asset management tool or process currently being
utthized.

Significance Rating: Significant Weakness

Much of this will be accomplished with the Erterprse
Repository (AKA Flashline) efforts currently
underway. All software assets and their dependencies
wi%] be dc)cumenwd in this rcpc)uitc)m’

phg, btuﬂ assets over ﬁ?ﬁiﬂ, per ()B_?\E rgquiremcnts.
Currently the flow of assets, from receipt to retirement
{ncluding anv/all movement) is being reviewed for
cons;iqtencx; accuracy, and policv complmzzcc L. r;r}g

be rev R.\&ed o dctcrmmc Jf [hﬁ[ 1% tiw 4 ppmpmatt tool
o be used, as well as owners, users, maintenance, and
disaster recovety plans need to be identified,
Responsible Chicf: Chief Information Officer
Target Resolution Date: June 2008

There is no long range IT plan {ie. 3-3 year plan} thar
iz commmonly understood or commonly used to make
kev IT
budget, the T prospectus, and Agenda (), none of

deasions. OF the plans that exist {the biennial

these are untversally recognized as the long range plan
and none of these fully meet the scope required of a
long range plan.

Significance Rating: Significant Weakness

Management has recognized that this shor {COMLg
needed 10 be acknowl!
there was a reorganization of ATIS o formally include
the role of TT strategic planning, into a new group
ITSG, Information Technaology, Strategy, and
Governance to address this ssue. Management 1s
aware that the current I'l' Strategy planaing process
and documentation should be improved, and
integrated 1nto best practice frameworks (1T11,
COBIT, Balanced Scorecard frameworks, and
integration of policies, standards, and procedures with

{oed and remedied, therefore

51




our Enterprise Architecture Framework.). Clarity Risk
Compliance module has been selected as a prime
vehicle for long-range I'T plans integrared with
governance trameworks,

Responsible Chief: Chief Information Officer
Target Resolution Date: June 2008

22§ Security testing is not consistently or always Emergency change policies will be redefined.
performed. Responsible Chief: Chief Information Officer
Significance Rating: Significant Weakness Target Resolution Date: December 2007

23 | Security testing 1s not consistently or always performed Management will review existing security testing
afier svstem software modifications and/or version processes for system sofrware and identify necessary
upgrade/patch to ensure key security functions have mmprovements.
not been adversely impacted at the operating system Responsible Chief: Chief Information Officer
layer, at the application secusity laver, and at the Target Resolution Date: December 2007
application functionality layer.

Significance Rating: Significant Weakness

24 | The architecture of the entire 'l environment is not Management disagrees with this finding. We do have
documented from a secutity perspective such that any | network secutity documentation; however, it is not
changes fo the architecture can be properly assessed generally avatlable for obvious reasons. Over the last 6
prior to implementation in production. months T has hired a full ume architecrure engineer
Significance Rating: Significant Weakness to address the complexity and security of our network

architecture. The engineer’s input has allowed for the
simplification of our network design and the
strengthening of our security. I'l%s plan 15 to continue
down this path, mplementing & formal change
management process that will include even more
documentaton. Periodic reviews of securi Ty
documentation will continue and strengthen via formal
change management processes. Since this tinding, an
external vulnerability assessment was completed by
OIT with positive results and a good rating in April
2007,

Responsible Chief: Chief Information Officer

25 | There (s mconsistency in testing seandards for Management will review existing security testing
hardware. There is inconsistency in security processes for system hardware and idendfy necessary
procedures for the testing of new hardware. HMPTOVEments.

Significance Rating: Significant Weakness Responsible Chief: Chief Information Officer
Target Resolution Date: December 2007

26 | The organizaiion does not have consistent, Admafrofa policy regarding dara fransmission has
documented policies and procedures concerning data been completed. Once the policy regarding
transmission (o external sources. rransmission of data is complete, it will be reviewed
Significance Rating: Significant Weakness again with appropriate business functions and

finalized. After it is completed, the policy wilf be
communicated 1o appropriate employees.
Responsible Chief: Chief Information Officer
Target Resolution Date: Implemented

27 An announcement has been added to the back of the

The assignment and communicaton of inigal /reser
find
passwords for powerful accounts is not rgorous from
that of regular accounts.
Significance Rating: Significant Weakness
£ g o1

envelope informing the reciptent to notfy 1T Security
in the event thar it appears that the envetope has been
tampered with when they receive it. The internal lerrer
will be modified with similar instructions to notify [T
secunty if the eavelope has been sampered with or if
the envelope does not include the announcement.
Responsible Chief: Chief Information Officer
Cursrent Resolution Status: Implemented




28 | No capacity planning regarding data center power. Management disaggees. A power distributon dara base
Data centers do not have dual power sources for 13 maintained by BWC Facilittes Management staff and
critical equipment. 1s reviewed periodically. Additonally, it is used to
Significance Rating: Significant Weakness assess the tmpact of new hardware instaflations.

However, there does appear to be adequate backup
among the generators for the computer facility,
Addstronally, scheduled testing of generators is being
confirmed.

Responsible Chief: Chief Information Officer

29 1 The Integration Competency Center has changed code | Management disagrecs. Application Changes are not
directly 1n the production environment without made directly in Production. They are made in test
appropriate compensating controls. regions then migrated to production when ready. The
Significance Rating: Significant Weakness [CC interview references two occasions when the [CC

Team pertormed migrations cutside of normal
procedures. These two occasions were during times
when the producton environment was under duress.
Management from both EDM and Application
witnessed the testing and implementation of the
changes. The changes were urgent, were broadeast to
the affected parties and were approved by Applications
and EDM management. These two occasions are in
no way the normal course of procedure. But they were
necessary to deal with an urgent issue. Adequate
contrals were used.

Responsible Chief: Chief Information Officer

30 | Background checks are performed only on unclassified Management will contact other state agencies to
resources. Resources with access to production data, determine if background checks are required for their
production systems, the data center, and production positions, Management will also review existing
source code (both employees and contracrors) have no | positions to determine positions of risk and will work
backgrounds checks. There is inconsistency with with Law and labor to determine future action.
training. There are pockets within I'T that perform Training policies and procedures will be developed and
seme fraining planning, but cases are isolated and not reviewed quartetly.
uniform. There is no assurance that proficiency is Responsible Chief: Chief Information Officer
being maintained within respective groups, Target Resolution Date: July 2007
Significance Rating: Significant Weakness

31 | Background checks are not conducied for contract Management disagrees. Before a contractor Is hired ar
emplovees. BWC the request includes the necessary skall sets and
Significance Rating: Significant Weakness qualtfications needed to be considered for the

particular job. The individual contractor is then
interviewed by the requesting manager who determines
if the contractor mecets the qualifications, Then, when
a contracior 1s selected the SOW and/or contract
includes the required qualifications and the necessary
deliverables for the service. Once the contractor
begins work at BWC if he/she does not have the
necessary knowledge or skill to perform they are
terminated.

Responsible Chief: Chief Information Officer

32 | There is an inconsistent adherence o corporate Management disagrees. Beginning November 2006 all
policies and standards for contract emplovees within contractors, exssting and new, have to sign a contractor
the Network Group. agreement. This agreement states that they will abide
Significance Rating: Significant Weakness by all BWC policies, specifically citing internet usage

and ethics, among others. The document is retained
with the vendor file located m the TT Business
Management and Planning department. Any
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contractors who refuse to sign or abide by BYWC
policies are terminated.

Also, all SOWs include the scope of work and
deliverables. The contractors are well aware of who
they are reporting to and theit responsibilities and
requirements.

Responsible Chief: Chief Information Officer

33

No monttoring or periodic review of outscureed
services fo ensure that contraciual
expectations/obligations are met

Contact service agreements for the Network Group
are tnconsistent compared 1o other groups regarding
scope, reporting responsibilities, restrictions, and
compliance to corporate policies and standards.
Significance Rating: Significant Weakness

Management disagrees. We do hold them accountable
and can terminate them for any resson that we so
desire, including not meeting expectations, whatever
thev are. The SOW states exactly what is expecred.
The only dung thar T could suggest would be that more
communication is given (o the supervisors of therr
responsibility for directly monitoring the contraciors
performance and remind them thar they are
accountable for their staff. Perhaps an agreement for
the supervisor’s o abide to — those who have
coftractors or are requesting contractors.

Responsible Chief: Chief Information Gfficer

34

There 15 no mdependent QA group. Retention of test
results is inconsistent, Evidence does not consistently
exist across application areas to support the claim that
end-user testmy results matched expected results.
Significance Rating: Significant Weakness

Since this review was done a QA ream was formed in
applications that are responsible for all Applicadons.
Testing scripts and plans are maintained for critical
systemns. Processes are being developed to be
consistent across all applications. Management will
examine the placement of this function o ensure that
there are proper segregation of roles and
responsibilities.

Responsible Chief: Chief Information Officer
Target Resolution Date: August 2007

%)
)

There is a concern over existing data retention
requirements and how this impacts the data backup
policies,

Significance Rating: Significant Weakness

Management will define what construtes critical data,
and determine where the dara is locared. Analysts will
get with Law and Business unit staffs to document
backup retention requirements for critical data.
Backups will be developed o support retention of
critical data.

Responsible Chief: Chief Information Officer
Target Resolution Date: December 2007

Pharmacy Benefit Manager Audit — May 2007

monthly and submit to BWC,
Significance Rating: Material Weakness

I | Require vendor to maintain a separate bank account \ has established a separate account for
for BWC funds. BWC effective 4/30/07.
Significance Rating: Significant Weakness Responsible Chief: Medical Services and
Compliance Chief
Target Resolution Date: Implemented
2 1 Reconcile the bank balance to the financial records BWC will monitor that ACS reconciles transactions

pertaintng to BWC funds. ACS management Is working
to reconcile BWC transactions going back to July 2002
and is also submitting a reconciliation of new accounts.
ACS will submit weeldy funding reconciliations.
Responsible Chief: Medical Services and
Compliance Chief




Target Resolution Date: August 2007
3 1 Develop policy to ensure outstanding checks are BWC included in the ACS contract rencwal a policy for
resolved tumely. the resolution process for checks. Management will
Significance Rating: Significant Weakness verify that ACS credits all amounts corresponding to
uncashed checks and will monitor ACS’s compliance
with these guidelines.
Responsible Chief: Medical Services and
Compliance Chief
Target Resolution Date: Implemented
4 | Develop tracking system o ensure all refunds are ACS Finance has developed the system. Verification will
adjusted back ro BW(, be performed by the BWC Compliance and Performance
Significance Rating: Significant Weakness Monitonng unit.
Responsible Chiefl: Medical Services and
Complance Chief
Target Resolution Date: August 2007
5 | Hnsure the responsibility for resolving overpayments is | ACS 15 working Lo resolve the credit balance issue and 1s
specified and oversight 1s improved. monitoring the credit balance report to ensure that
Significance Rating: Significant Weakness balances are resolved. The vendor is sending letters to
impacted pharmacies and injured workers in order to
resolve the issue, BWC will monitor the issue as well.
Responsible Chief: Medical Services and
Compliance Chiel
Target Resolution Date: October 2007
6 | Require the vendor to mainiain adequate accounting ACS has implemented a new account and reconciliation
records for BWC funds that are separate from other process.
clients, Responsible Chief: Medical Services and
Significance Rating: Significant Weakness Compliance Chief
Current Resolution Status: Implemented
71 Implement standard internal controls over cash BWC has approved cash control procedures provided by
reCerpts. ACS. The controls will be tested during the on-site visit,
Significance Rating: Significant Weakness Responsible Chief: Medical Services and
Compliance Chief
Current Resolution Status: Implemented
8 | Strengthen mternal controls to ensure payments are ACS is contractually required to mplement internal
mailed tmely, controls to safeguard BWC assets including timely
Significance Rating: Significant Weakness mailing of payments, BWC and ACS are analyzing the
requirements for Issuing and mailing payments tumely,
Responsible Chief: Medical Services and
Compliance Chiefl
Target Resolution Date: September 2007
9 | Ensure segregation of duties over pavments is ACS has provided updated documentation describing
adequate. appropriate segregation of duties and a new
Significance Rating: Significant Weakness organizattonal structure for this process.
Responsible Chief: Medical Services and
Compliance Chief
Current Resolution Status: Implemented
101 BWC management should immediately obrain BWC will monitor that ACS reconciles transactions
complete bank statements and confirm account pertaining to BWC funds. ACS management is working
activisy. to reconcile BWC transactions going back o July 2002
Significance Rating: Significant Weakness and 15 also submitting a reconcilintion of new accounts.
ACS will submit weekly funding reconciliations.
Responsible Chief: Medical Services and
Compliance Chief
Target Resolution Date: August 2007

3%
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Dievel t does not reimburse

for drugs nor dispensed.
Significance Rating: Significant Weakness

Op p;z_\."z}mni structure tha

BWC has approved an ACS proposal to change the way
bills for new and pending claims are processed. This
change requires that the pharmacy confirm thart the
injured worker has paid for and received the
prescription. Implementation of this change was part of
the contract renewal.

Responsible Chief: Medical Services and
Compliance Chief

Target Resolution Date: August 2007

12 1 Enhance current system to adequately reflect reasons ACS has changed their reporting svstem to capture the
for denials. required codes for denials.
Significance Rating: Significant Weakness Responsible Chief: Chief of Medical Policies and
Compliance
Current Resolution Status: Implemented
13 | Require vendor to resume imaging of bills and increase | ACS has resumed imaging. BWC will develop and
oversight, tmplement a strategy for verifying that ACS s complving
Significance Rating: Significant Weakness with imaging requirements.
Responsible Chief: Medical Services and
Compliance Chief
Target Resolution Date: December 2007
14 | Improve review and oversight to ensure bills are Management disagrees. However, ACS has educated
processed timely. staff on correct processes for documentation.
Significance Rating: Significant Weakness Responsible Chief: Medical Services and
Compliance Chief
Current Resolution Status: Implemented
[5 | Finalize audit marerials 10 expedite the requirement for | Audit materials are finalized and desk audits are m
desktop audits of pharmacies. process,
Significance Rating: Significant Weakness Responsible Chief: Medical Services and
Compliance Chief
Target Resolution Date: August 2007
16 | Finalize audit materials to expedite the requirement for | Audit materials are final and audits are in process. A
on-site audits of pharmacies. BWC Compliance and Pesformance Monitoring staff
Significance Rating: Significant Weakness member attended some of these audis.
Responsible Chief: Medical Services and
Compliance Chief
Target Resolution Date: October 2007
17 | Develop retrospective DUR criteria to enhance BWC will work with ACS to use the results oof eXIIng
utilization of the services of the vendor. reports to atrempt to change prescebing pattesns and/or
Significance Rating: Significant Weakness to make prescribers aware of potential issues caused by
medications being used by their injured worker patients.
Responsible Chief: Medical Services and
Compliance Chief
Target Resolution Date: January 2008
18 | Evaluate program resources, review contract, and An attestarion letrer was received on May 16, 20607,
require the vendor to submst an atresration letter Responsible Chief: Medical Services and
stating that rebates and discounts have not been Compliance Chief
recetved. Target Resolution Date: September 2007
Significance Rating: Significant Weakness
19§ Consider utilizing vendor’s technology. BWC management strongly disagrees with the analysis

Significance Rating: Significant Weakness

and, for this reason, cannot address e
recommendations. However, recommendations have
been made to enhance existng edits and add two new
edits.

Responsible Chief: Medical Services and
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Compliance Chief
Target Resolution Date: October 2007

200 Develop acuon plan to strengthen oversight and BWC Compliance and Performance Monttoring has
improve managernent of the program. drafred a monitoring plan and is working with HPP
Significance Rating: Significant Weakness Systems Support and the BWC Pharmacist to finalize the

plan.

Responsible Chief: Medical Services and
Compliance Chief

Target Resolution Date: September 2007

21 | Periodically test transactions to ensure discounts are BWC is developing a Request For Proposal (RFP; in
passed-through to BWC. conjunction with the Department of Administrative
Significance Rating: Significant Weakness Services {DDASY General Services o hire 4 consultant to

assist in determining a plan for discount testing.
Responsible Chief: Medical Setvices and
Compliance Chief
Target Resolution Date: March 2008

22 BWC management has met with DAS and Attorney

Conduct sutficient review and analysis to wennfy
opportunities,
Significance Rating: Significant Weakness

General staff to discuss potental opportunities for
Program improvement.

Responsible Chief: Medical Services and
Compliance Chief

Target Resolution Date: March 2008

Retrospective Rating Program Audit — June 2007

11 Update policies and procedures for more efficient and | Management will update or develop all necessary
effective processing. policies and procedures, as well as, establish an annual
Significance Rating: Significant Weakness review process to ensurce that all policies and

procedures remain cusrent.
Responsible Chief: Chief of Customer Services
Current Resolution Status: Implemented

2§ Hvaluate addinional alternatives to augment, The Retraspective Rating Unit will meet with
compliment, or replace {inancial starement audic appropriate BWC departments to identify alternatives
requirements. for emplovers desiting to participate in the
Significance Rating: Significant Weakness Retrospectve Rating who choose not to have certified

audired financial statements.

Responsible Chief: Chief of Customer Services
Target Resolution Date: December 2007
(Recommendations to senior staff); July 2008
(implementation for private emplovers) and
January 2009 (public entities)

3 | Enforce provisions st forth in Ohio Administrative The Retrospective Rating Unit will draft a SUITIMALY
Code Section 4123-17-42 by establishing and report with recomnendations submitted to executive
implementng an effectuve pracedure for the staff. The report will idenufy options o ensure 2
MABAGUINENE TOVIEW Process. consistent approach be used for the management
Significance Rating: Material Weakness LEVIEW PrOCess.

Responsible Chief: Chief of Customer Services
Target Resolution Date: August 2007
4 | Evaluate requirements and objectives of the program Management concurs that alternatives such as a one-

to ensure support extsts for all goals and cutcomes.

Consider cimmating the allowance of any emplover

tered program should be reviewed and considered, as

well as imited liabiliy levels for certain emplovers, B
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who 1 financially unstable, including emgpios
are i a part pay status from the program.

Significance Rating: Material Weakness

Management does not agree all emplovers cusrently in
a part pay plan be restricred from participation, but
mstead feels part pay plans be reviewed very closely to
determine financial adequacy.

Responsible Chief: Chief of Customer Services
Target Resolution Date: August 2007

Enforce Ohio Administrative Code Section 4123-17-

5 Management has implemented a new procedure that
42(10}) {2y concerning compliance with the to-step requires Tier 2 participants to complete and submit 2
business plan and communicate results to the i0-step self-assessment progress report to their
Retrospective Ratng Unir, assigned BWC representative. This report will be
Significance Rating: Significant Weakness reviewed at the end of the retro period and a

recommendation will be submitied.
Responsible Chief: Chief of Customer Services
Current Resolution Status: Implemented

6 | Conssder drafung a rule o eliminate emplovers from The recommendation o restrict 2 PEQ from
participating in the program that are unable ro manage | pargcipating in the retro program will be diseussed
retrospectively rated claims for their ren-vear with Emplover Operauons' management to determine
engollment period, the most appropriate direction for BWC to rake that is
Significance Rating: Significant Weakness consistent with agency goals.

Responsible Chief: Chief of Customer Services
Target Resolution Date: September 2007

Develop ongoing reporting and conducr detailed
trending and analvsis of pertinent program
management data.

Significance Rating: Significant Weakness

Management will create queries of premium data
provided hy the BWC actuarial vendor. This data will
be analyzed to identify trends and ensure that
appropriate premiums are collected from emplovers in
the Retrospective Rating Program.

Responsible Chief: Chief of Customer Services
Target Resolution Date: October 2007

Medical Bill Payment Controls Memorandum - June 2007

The BWC Medical Services I
preventive and detective controls to include caps or
limits on the amounts reimbursable for hospital bill
charges. Preventive controls, coupled with MOnItoHng
by management, will help guard against mtentional or
unintentional keving errors of billed amounts by cither
the hospitals or Managed Care Organizations (MCO,
Significance Rating: Significant Weakness

on should implement

A RFP for chinical editing software was posted and
responses were recerved in june 2007, A vendor has
been recommended to the Administrator. In the
interim, the Medical Division’s management
implemented an edit in Cambridge o tlentity large
dollar line items for review. Afrer ensuring the
threshold levels are acceptable, the edits will be set o
deny those lines. Additionally, the Compliance and
Performance Monitoring depariment is creating a
quartely report to test the data accuracy of large line
tems exceeding theesholds,

Responsible Chief: Medical Services and
Compliance Chief

Target Resolution Date: August 2007 (Cambridge
solutions, RFP results, budget decision); January
2008 (implement and train on clinical editing
software)

Note: Comments designated as “Implemented” are based

vahdated by Internal Andir

[ 4 E}!?if‘n?}@[{’i}}{‘!ﬂﬁ\ asasertions and have jates ﬂ‘{‘{. heen
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BWC Internal Audit Division
Audit Report Follow-up Procedures

The International Standards for the Professional Practice of Internal Auditing specifically addresses follow-
up in Standard 2500. One of our primary responsibilities as professional auditors is determining that
the audit customer takes corrective action on recommendations. This applies in all cases except where
‘senior management has accepted the risk of not taking action.” When senior management accepts the
risk of not taking action, the Chief of Internal Audit will report the comment with management’s
response to the Audit Committee for consideration.

Being an integral part of the internal audit process, follow-up should be scheduled along with the other
steps necessary to perform the audit. However, specific follow-up activity depends on the results of
the audit and can be carried out at the time the report draft is reviewed with management personnel or
after the issuance of the report. Typically, audit follow up should occur within 90 days of the issuance
of the final report.

Follow-up activities may generally be broken down into three areas:

Casual - This is the most basic form of follow-up and may be satisfied by review of the audit
customer's procedures or an informal phone call. Memo correspondence may also be
used. This is usually applicable to the less critical findings.

Limited - Limited follow-up typically involves more audit customer interaction. This may include
actually verifying procedures or transactions and, in most cases, is not accomplished
through memos or phone calls with the audit customer.

Detailed - Detailed follow-up is usually more time-consuming and can include substantial audit
customer involvement. Verifying procedures and audit trails, as well as substantiating
account balances and computerized records, are examples, The more critical audit
findings usually require detailed follow-up.

Follow-up scheduling can begin when corrective action is confirmed by acceptance of an audit
recommendation or when management elects to accept the risk of not implementing the
recommendation. Based on the risk and exposure involved, as well as the degree of difficulty in
achieving the recommended action, follow-up activity should be scheduled to monitor the situation or
confirm completion of the changes that were planned. These same factors establish whether a simple
phone call would suffice or whether further audit procedures would be required.

At the end of each quarter, a summary follow-up report is prepared. This report reflects all current
period findings with appropriate comments to reflect end-of-quarter status.

Additionally, this report highlights all outstanding findings from prior periods and their status. The
intent of this summary report is to track all findings so that they are appropriately resolved.



BWC Internal Audit Division
Audit Comment Rating Criteria

\f’lftflﬁ e Overall control environment does not provide reasonable assurance Audit
Weakness regarding the safeguarding of assets, rehability of financial records, Commuittee,
and compliance with Bureau policies and/or laws and regulations, A | Senior
significant business risk or exposure to the Bureau that requires Management,
immediate attention and remediation efforts. Department
¢ A significant deficiency, or combination of sigmificant deficiencies, Management

that results  more than a remote likelihood that a material
misstatement of the annual or interim financial statements will not be
prevented or detected by emplovees m the normal course of their
work, ot that 2 major operational or compliance objective would not

be achieved.

Significant * Issue represents a control weakness, which could have or is having Senior
Weakness some adverse affect on the abilitv to achieve process objectives, The | Management,
controls in place need improvement and if not mproved could lead Department
to an overall unsatisfactory or unacceprable state of control. Requires | Management,
near-term managemenyt arteation. Audit
s A control deficiency, or combination of control deficiencies, that (Ic.)@]néttee
results m a remore likelihood that a misstatement of the Bureau’s (optional)
annual or interim financial sratements is more than inconsequential
will not be prevented or detected by employees in the normal course
of their work, or that a major operational or compliance objcctive
would not be achieved.
Minor ¢ [ssue represents a process improvement Opportunity or a minor Department
Weakness control weakness with minimal impact. Observations with this rating | Management,
should be addressed by line level management. Senior
¢ A control deficiency that would resule in less than a remote likelihood | Management
thar the deficiency could reasonably result in a material misstatement | (Optional)

of the financial statements or materially affect the ability to achieve

kev operational or compliance objectives,

NOTE: When management’s action plans for Significant Weakness comments are materially delaved from
the intended implementation date the comment will elevate to a Material Weakness (pend:ng
circumstances).
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Internal Audit Division

Completed Audits (Jan. 2006 — June 2007)

Audit

Issue Date

Medical Bill Pavment Controls Memorandam

tune 2007

Rerrospective Ratng Program Audit
i & o

June 2007

Pharmacy Benefit Manager Audit

May 2007

Salarv Continuation Program Audis
i3

March 2007

Compensation Audit Review

March 2007

MCO Specml Audit

March 2007

Fump Sem Advancements Audit

March 2007

Information Technology General and Application Controls Risk Assessment

Januoary 2007

Alternative Investments - Private BEquity Assers

November 2000

Manual Override Special Audit

October 2006

Indermnity Claims Overpavments

October 2006

Llectronic Funds Transfer/Electronic Benefits Transfer Account Processing

October 2006

T Business Management and Planning Unit Audi

October 2006

Manager Selection and Funding

Ocrober 2006

Claims Operation Review

September 2006

Sertdement Process

September 2006

Medical Bl Pavments Control Review

September 2006

Average Weekly Wage /Full Weekly Wage Paviment Rates Audit

September 2006

Time Reporting and Leave Usage Audit

August 2006

Risk/Umplever Operations Review

June 2006

Medical Billing and Adiustments Audie

Mav 2006

Bankrupt Self-Insured Claims Audit

March 2006




Ohio Bureau of Workers” Compensation
Independent Public Accountant Annual Financial Statement Audit
Fiscal Year Ended June 30, 2007
Key Dates

Action Date
Delivery of Actuarial Audit Report from Oliver Wyman
to BWC Management and Schneider Downs Aug, 31,2007

BWC Management to provide complete draft of
financial statements and footnote disclosures to Sept. 10, 2007
Schneider Downs

Schneider Downs to complete review of financial
statement drafts and provide dratts of audit reports and Sept. 17,2007
recommendations to BWC Management

Schneider Downs to complete all fieldwork
Sept. 21, 2007

BWC Management to provide written final responses to
draft audit reports and recommendations to Schneider Sept. 24, 2007
Downs

Exit conference with BWC Management and Schneider
Downs Sept. 24, 2007

Schneider Downs to deliver final audit reports to
Auditor of State’s Quality Assurance Group Sept. 27, 2007

BWC Management to deliver final audit reports to the
Office of Budget and Management for inclusion in the Sept. 30, 2007
State of Ohic Comprehensive Annual Financial Report
(CAFR)






